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Administrator Guide Release Notes  

Due to the nature of the constantly evolving VERDE product which delivers new features on a regular 

basis, as well as the feedback received from business partners and customers, this Administrator Guide 

may encounter updates. This section lists the major changes. The document release number is available in 

the green box at the bottom of the cover page. 

V4.2.07.29.10: 

- Enabling user sessions and server logging in the ñTroubleshootingò section 

- Likewise-Open section added in the ñInstalling the Operating Systemò chapter 

V4.2.07.21.10: 

- VERDE Client connection speed settings 

- Updates to ñDynamic Network Configurationò section  

- Fixed links formatting issues in the ñStarting the Virtual Desktopò section 

V4.2.07.16.10: 

- Updates to ñDynamic Network Configurationò section  

V4.2.07.14.10: 

- Dynamic Network Configuration introduced in VERDE 4.20  
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Introduction  

Scope  

This guide discusses how to administer the Virtual Bridges VERDE product, including basic server 

deployment and management, clustering, and disconnected use/local processing. 

Assumptions  

To complete the tasks discussed in this guide, you must be an experienced Linux administrator. The 

VERDE software must be installed on a Linux host, either for a server or management workstation in a 

cluster.  

You must be able to access the serverôs console using protocols such as telnet  or ssh . If a task 

requires the use of an X11 server on the display terminal, it is the responsibility of the Linux 

administrator to set up and configure X11 access using the console, ssh , telnet , or other another method, 

including setting the DISPLAY environment variable appropriately.  

Unless otherwise noted, commands in this manual assume a Bourne or POSIX shell (for example, sh  or 

bash ). 

Many tasks discussed in this guide require the use of the root  privileges on the server, either as the root 

user or using sudo .  Note in this guide, the phrase ñroot  accessò means either sudo , su , or login  as root .  

Document Convent ions  

The following table lists the typographical and syntax conventions used in this manual. 

Convention Description 

Italics Emphasizes important words and denotes terms that are being defined. 

Bold Commands, text, and buttons that you select or click on a user interface 

(UI). 

Monospaced  Literal text or commands. 

{ }  Enclose required command-line parameters. 

[ ]  Enclose optional command-line parameters. 

|  Separates required or optional command-line parameters. 
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Terms and Definitions  

Client  

Remote access point that connects to a guest on the host; typically this is either an ordinary desktop 

PC/laptop, or a thin client device running Virtual Bridges access software to display and access a server-

hosted virtual desktop. 

Cluster  

A group of servers acting as a single group to serve large numbers of virtual desktop environments to 

remote users. 

Gold image  

A master, or ñtemplateò virtual machine installation that can then be deployed to multiple users for 

dynamic instantiation; a Gold Image combines a guest operating system, applications, system-wide 

desktop configuration, and policies, to later be layered with individual user data when deployed. 

Dynamic virtual desktop  

One instance of a Gold Image virtual machine when started by a user; the guest operating system, 

application, system-wide desktop configuration, and policies may not be changed by the dynamic user; 

however the dynamic user may apply personal settings and documents to the virtual desktop instance to 

form a full-featured, personalized session. 

Guest 

The virtual desktop itself (as a guest of the host); one host may serve many guest virtual desktops. 

Host  

The server hardware and operating system which provides an environment to consolidate virtual desktops. 

KVM 

Kernel Virtual Machineðthe Linux 2.6 kernelôs standard virtualization/hypervisor technology, which 

VERDE uses to create and run virtual machine containers; KVM is part of the Linux kernel as of 2.6.20 

and is open source software; it is used as a series of dynamically loadable kernel module device drivers, 

installed either by Linux distribution vendors, or as part of the Virtual Bridges VERDE package. 

KSM 

KSM (Kernel SamePage Merging) is a Linux kernel feature which combines identical memory pages 

from multiple processes into one copy. KVM guest virtual machines run as processes under Linux, this 

feature provides the memory ñover commitò feature to KVM and provide more efficient use of memory, 

thus improving scalability. 
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Management workstation  

Single-user computer that connects to the same storage/authentication methods as the virtual desktop 

server, and can be used to administer virtual desktops in a single or multi-node environment. Management 

workstations are capable of starting, stopping, publishing, and deploying virtual desktops. 

Management C onsole  

Graphical interface used to create, and manage Gold Images.  

Server  

The computer hosting virtual desktop sessions to remote users, or the computer used to administer virtual 

desktops in a single-node environment. 

VDI 

Virtual Desktop Infrastructureðthe mechanism of serving desktop sessions to remote users from servers 

as discreet environments. 

VERDE 

Virtual Enterprise Remote Desktop Environmentðthe suite of virtual desktop/management software from 

Virtual Bridges, Inc. 

Virtual Machine  

The ñcontainerò technology that runs desktop environments for remote users; a VERDE server will host 

many virtual machines, each containing a user desktop session, and providing a common set of emulated 

ñhardwareò to the operating system and applications running inside regardless of what the underlying 

server architecture is. 

VERDE Architecture  

VERDE is an all-in-one VDI solution that includes hypervisor, virtual desktop manager, and connection 

broker.  The components are tightly integrated and are designed for virtual desktop use. Each VERDE 

server runs its own connection broker, which authenticates users and then uses the virtual desktop 

manager to either instantiate new virtual machines or to connect users to existing virtual machines. 

In the VERDE model, virtual machines are stateless; in other words, they do not need to be powered on or 

off, or created ahead of time.  They are created on demand based on a particular provisioned Gold Image. 

Each user in the system is assigned one or more dynamic desktops based on a Gold Image, and users can 

also optionally host their own self-managed virtual desktop if needed. 

Authentication for Gold Image virtual machines is provided by the VERDE server. VERDE uses the 

Linux-standard Pluggable Authentication Module (PAM) subsystem to authenticate users, so your 

corporate authentication repository can be used as long as the Linux server hosting VERDE is configured 

to communicate with that service using PAM.   

http://en.wikipedia.org/wiki/Linux_PAM
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Make note of the following: 

Á Every user must have a Linux user ID and a home directory. 

Á The home directories must reside on the same file system 

Á Virtual Windows desktops usually run as the local administrator, which prevents issues related to 

applications running as an account with non-administrator privileges.   

Á Virtual desktops themselves usually run in an ñauto loginò configuration to avoid redundant logins 

and to preserve single sign-on capabilities.  Because the virtual desktops are authenticated and 

authorized at the server level, traditional standalone desktop security policies inside the virtual 

machines are not usually relevant.   

Á Virtual Bridges highly recommends creating a user account with a common user ID from the 

GNOME/KDE Desktop Manager.  Even though all users provisioned from a Gold Image seemingly 

log in as the same ID to their virtual machines, they are still running discreetly and are authorized 

with the host system's security, and their files are kept in their underlying host home directories with 

appropriate permissions. 

A typical VERDE server configuration has the following qualities: 

Á One or more ñtemplateò or Gold Image virtual desktop installations stored under Linux user 

account(s). 

Á One or more dynamic desktops is provisioned from that ñtemplateò or Gold Image to Linux user 

account(s). 

Á User documents and personal settings for provisioned dynamic desktop instances stored under the 

respective Linux user's home directory. 

Á Each virtual desktop user has a unique Linux user ID with which to log in to the VERDE server. 

Á VERDE desktop virtual machines run as Linux processes, authorized as the user who logged into the 

connection broker.  To the host system, they appear as ordinary applications, and obey all process 

limits and restrictions set by the system administrator.  This includes ulimit , nice , and quota  

settings. 
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High -Level Task Overview  

The task of creating a virtual computer, publishing it, deploying it, maintaining it fall into the following 

high-level steps. Use the information provided in the following table to plan your time and resources 

accordingly. 

Step Task Description 

1 Plan the installation Make sure the VERDE server has sufficient disk 

space and RAM for the number of virtual desktops 

and users you anticipate. For more information, see  

page 14. 

2 Install and license the VERDE software 

on the server 

The VERDE software enables you to create, deploy, 

and publish virtual desktops. For more information, 

see page 19. 

3 Create a virtual desktop Gold Image The Gold Image is the reference copy of the virtual 

desktops. Users access a read-only copy of the Gold 

Image. Create one Gold Image per unique 

environment (for example, one Gold Image for a 

Windows 7 desktop with 32GB of RAM). For more 

information, see page Error! Bookmark not 

defined.. 

4 Start the virtual desktop Start the virtual desktop and minimally configure it 

using provided post-installation scripts. For more 

information, see page 83. 

5 Provision virtual desktops To provision a virtual desktop, you first publish it 

and then deploy it to users or groups so they can 

start dynamic instances of it.  These dynamic 

instances present a transient ñcopy-on-writeò system 

image but with persistent user settings and 

documents.  For more information, see page 89. 

6 Set up networking Depending on your needs, you can choose from 

Basic, Bridged, and Network Address Translation 

(NAT) networking protocols. For more information, 

see page 109. 

7 Prepare for users to connect to dynamic 

instances 

Understand options related to file sharing, printing, 

and security. For more information, see page 120. 

8 Set up a VERDE cluster A VERDE cluster enables you to load-balance 

processing and storage requirements and is ideally 

suited for a large-scale enterprise deployment. For 

more information, see page 156. 
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Step Task Description 

9 Set up a disconnected deployment As an alternative to clustering, users can connect to 

their virtual machines and use local processing to 

run their dynamic instances. For more information, 

see page 170. 

10 Customize your deployment VERDE offers a wide variety of customization 

options for virtual desktops. For more information, 

see page 97. 

11 Set up a VERDE cloud branch Ideal for Managed Service Providers (MSPs), a 

cloud branch enables you to separate central office 

activity from branch office activity. Servers in 

remote branches synchronize Gold Images from 

data center servers, and in turn, provision these Gold 

Images as dynamic instances to local users. 

For more information, see page 178. 

 

 



VERDEÊ 4.0 Administrator Guide 

 

Copyright © 2009-2010 Virtual Bridges, Inc.  All Rights Reserved. 14 

 

 

Planning the Installation  

This section discusses the following topics: 

Á Server Capacity Planning 

Á Guest Image RAM and Disk Space Planning 

Á Guest application profile 

Server Capacity Planning  

You must plan VERDE server capacity for peak concurrent virtual desktop usage (which is not 

necessarily the same as peak connected usage). Any virtual desktop environment running on the serverð

whether a user is connected to it or notðcounts toward concurrent usage. This is due to the fact that even 

if users are not connected to the server, they might still have a virtual desktop environment consuming 

resources. 

It is important that the server have enough resources to accommodate peak concurrent virtual desktop 

usage; otherwise, performance and virtual desktop usability deteriorate. It is especially important to never 

over-commit RAMðin other words, the total assigned virtual machine RAM, plus overhead, can never 

exceed the amount of physical RAM in the server.  Doing so will result in extreme performance 

degradation.   

For more information, see the following topics: 

Á Background Information 

Á Calculating VERDE Server Virtual Desktop Density 

Á Network Bandwidth for Connected Users 

Á Storage Planning 

Background Information  for VERDE Server Capacity Planning  

Make sure you understand the following information before attempting to calculate VERDE server 

capacity: 

Á Guest application profile 

The actual applications (and use case for them) running in guest virtual machines play a major factor 

in determining the virtual desktop density of a given VERDE server. For example, office/business 

applications scale much better than high-resolution multimedia programs.  

Á Virtual Machine RAM assignment 

Virtual machine RAM assignment must be calculated strictly for capacity, not performance due to the 

fact that, unlike a physical computer, assigning more RAM to a virtual machine does not improve 

performance.  In fact, assigning too much RAM to a virtual machine might adversely degrade 

performance of the overall system, because this reduces the amount of system-wide caching that the 

host can perform.    
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The allocation of RAM must be based on the minimum RAM required for the applications you intend 

to run.  Most desktop application vendors provide a ñminimumò and a ñrecommendedò RAM 

requirement.  When planning virtual machine RAM assignment, always use the ñminimumò figure, 

and, if need be, consider assigning less than the minimum to increase server density in certain 

situations. 

Calculating VERDE Server Virtual Desktop Density  

When determining the virtual desktop density possible on particular hardware for a VERDE server, the 

following information is needed: 

Á Number of CPU sockets (C) 

Á Number of CPU cores per socket (c) 

Á Total system RAM (M) 

Á Guest virtual machine RAM assignment (m) 

Á The memory density coefficient (a) 

The number of concurrent sessions that fit in memory on a particular VERDE server (T1)ðthat is, 

sessions that are either connected or disconnectedðcan be calculated as follows: 

T1 = M(a) / m 

KSM (Kernel Samepage Merging) allows for better memory density, thus depending on your 

implementation requirements the memory density coefficient can vary from 0.75 (conservative) to 1.25 

(Aggressive). 

The table below shows an example of a system with 16GB of physical RAM, where each guest session 

would require a 512MB RAM assignment, the number of concurrent sessions that can fit in memory 

without degrading server performance is: 

T1 = 16384(a) / 512 

 

 Conservative Average Aggressive 

a 0.75 1 1.25 

T1 24 Sessions 32 Sessions 40 Sessions 

 

 

Additionally, a common guideline metric for calculating the number of concurrent sessions that can be 

executed on a given CPU core is 10.  Note that depending on application profile, this number might be as 

high as 15 (or more).  For the purpose of planning for typical application load (for example, 

office/productivity applications), it is safe to use the 10 concurrent sessions per core metric. 

To calculate what the maximum number of concurrent sessions that can be executed on a given VERDE 

Server without degrading session performance (T2) is: 
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T2 = 10(C(c)) 

For example, on a system with 2 sockets and 4 cores per socket: 

T2 = 10(2(4)) 

(T2 = 80) 

The actual maximum number of concurrent sessions that will both fit in memory and execute with 

expected performance on a given VERDE server (T) is the lesser of the values T1 and T2. In the examples 

above, this number would be T = 40. In order to support the T = 80 concurrent users that the CPU cores 

are capable of, the server would need at least M = 48GB of RAM (the formula gives 41GB but this is not 

practical). 

The following table illustrates example server CPU/RAM capacity for 30, 60, and 100 concurrent user 

sessions.  The example desktop virtual machine profile is for typical consumption (office/productivity), 

and has 512MB of RAM assigned per session.  The table shows both a ñhigh performanceò and ñhigh 

densityò configuration.  Host RAM is designated in gigabytes, while host CPU capacity is designated in 

total number of processing cores
1
: 

Concurrent user 
sessions 

High performance 
configuration 

High density configuration 

30 4 CPU cores, 16GB RAM 2 CPU cores, 16GB RAM 

60 6 CPU cores, 32GB RAM 4 CPU cores, 32GB RAM 

100 12 CPU cores, 48GB RAM 8 CPU cores, 48GB RAM 

1
ðTotal number of CPU cores rounded to account for dual, quad, and six core processors; actual 

configuration might vary by server chassis and motherboard combination 

In the preceding example, the ñhigh performanceò configuration requires more CPU resources but 

provides more computational power to each virtual machine.  The ñhigh densityò configuration requires 

fewer CPU resources, but might increase time slicing and reduce per-user virtual machine responsiveness.  

You should determine what is appropriate for your deployment based on the actual applications, the 

subjective user expectations, and the general organization requirements for response time, and so on.  

Note that server RAM requirements do not change because virtual machine RAM assignment is not 

associated with per-session performance as discussed earlier in this section. 

Network Bandwidth for Connected Users  

VERDE sessions require a minimum of 256Kbps bandwidth per session to produce an acceptable desktop 

user experience. 

The per-session remote display and device performance depend heavily on the amount of total network 

bandwidth available. Generally speaking, the higher the switched bandwidth, the faster and more 

responsive the end-user sessions will be. In cases where not all users will be connected at the same time, 

the actual total network bandwidth might be lower without sacrificing session responsiveness because 

only a portion of users will be transmitting at any given time. 
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From the per-user perspective, the following table illustrates the minimum and recommended bandwidth 

(shown in KB/sec) and latency (shown in milliseconds) figures for various usage profiles: 

Virtual desktop usage Minimum Bandwidth/Latency Recommended 
Bandwidth/Latency 

Casual/Line work 256kbps/180ms 512kbps/100ms 

Office/Productivity 384kbps/100ms 768kbps/75ms 

Multimedia Playback 512kbps/75ms 1024kbps/50ms 

 

Note that these are suggested figures only.  Actual bandwidth requirements will vary by exact usage 

profile, subjective user expectation, and effective network topology.  In all cases, the higher the available 

bandwidth per user, the better the user experience will be.  

Storage Planning  

Dynamic desktop VERDE sessions use a copy-on-write mechanism to minimize the actual per-user 

persistent storage of a given Gold Image configuration. For example, if a Gold Image guest installation 

consumes 32GB of storage, each deployed user running a dynamic instance of it might need less than 

1GB of persistent storage space. 

The copy-on-write information itself requires transient storage. Transient storage requirements vary 

greatly depending on applications, use, and even runtime length of sessions. However, a conservative 

estimate is to use 20% of the Gold Image size for each deployed instance.  

For example, if a template guest installation consumes 32GB of storage, the transient storage size for each 

server should be 6.4GB per user. For 50 concurrent users, assuming the preceding example, would be 

320GB. 

Guest Image RAM and Disk Space Planning  

When you create a guest image, you have the following options: 

Á Setting the amount of virtual RAM used by the guest image. 

Á Setting the number of GB used by the operating system virtual disk image (in Windows, the C: 

volume; in Linux, / ). 

Á Setting the number of MB for the user files virtual disk image (in Windows, the D: volume; in Linux, 

the / home directory). 

While the guest virtual machine RAM assignment can be changed after installation, the virtual disk image 

size cannot be changed after installation. The following table shows how virtual disk assignments are 

made and VERDE defaults for each: 

http://en.wikipedia.org/wiki/Copy-on-write


VERDEÊ 4.0 Administrator Guide 

 

Copyright © 2009-2010 Virtual Bridges, Inc.  All Rights Reserved. 18 

 

 

Operating system C: volume, 

VERDE default 

D: volume, 

VERDE default 

/, VERDE default /home, VERDE 

default 

Windows 2000/XP Operating system, 

8GB 

Userôs Documents 

and Settings, 

2GB 

n/a n/a 

Windows 7 Operating system, 

16GB 

Userôs Documents 

and Settings, 

2GB 

n/a n/a 

Linux n/a n/a System files, 

12GB 

User home 

director, 

2GB 

 

Notes: 

Á The virtual disk image size is the maximum amount of disk space, in MB, to which the image is 

allowed to grow.  The disk space is not allocated in advance of the guest system requesting it.   

Á Windows: The userôs Documents and Settings are stored on volume D:, and users can also store 

documents (by default) on their underlying Linux home directory. 

Á Windows: A typical Windows installation without applications installed initially consumes about 

1.5GB of disk space, but can quickly grow larger after you install applications and Windows Update 

patches.  Also note that disk space saved by deleting files is not reclaimed on the host file system, but 

will be used automatically the next time space is required, and before allocating more space for the 

guest disk image. 
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Install ing the Operating System  

This section describes some distribution specific installation instructions, as well as the Java Runtime 

Environment installation. 

JRE installation 

RedHat EL/ CentOS (5.4, 5.5) 

SuSE Linux Enterprise Server 11 

Ubuntu 8.04 LTS Server 

Ubuntu Server 9.04 

Insta lling Java Runtime Environment (JRE)  

The VERDE Management Console requires Java to run, then if you are planning to use the console, you 

will first need a working JRE on your system. VERDE requires Java 1.6, which does not typically ship by 

default on distributions. 

JRE installation on Ubuntu 8.04, 9.04 and 10.04 LTS: 

sudo apt - get install openjdk - 6- jre  

CentOS 5.4 / RedHat EL 5.4: 

su -  

yum install ïy java  

Suse Linux Enterprise Server 11 

Sun JRE on SLES 11 is 32-bit on 64-bit installations; you can run java ïversion  to verify which version 

of Java is installed. 

Download the 64-bit Sun JRE 1.6 (http://java.com) for the applicable architecture (i586 or x86_64)  

Extract it to a /usr/lib64/jvm (64-bit example) 

Use update - alternatives  to set the default JRE on the server (64-bit example), the command below 

makes the JRE known to update-alternatives : 

update - alternatives -- install "/usr/bin/java" "java" 

"/usr/lib64/jvm/jre1.6.0_20/bin/java"  1   

The command below updates the system to use the newly installed JRE 

update - alternatives -- set java /usr/lib64/jvm/jre1.6.0_20/bin/java  

Run java ïversion  and verify you have properly set the 64 bit JRE as the default for the OS 
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Likewise  Open 

If you plan to authenticate users against an existing Active Directory domain (please refer to the Active 

Directory and Dynamic Desktops section for more information)., this can be done either by configuring 

Pluggable Authentication Modules (PAM) manually, or using a third-party integration package such as 

Likewise Open from Likewise Software.   

If you choose the Likewise Open solution, we recommend that you install this third party product prior to 

installing VERDE.  

You can install Likewise-Open at no cost, please see the Likewise website for download and detailed 

installation instructions.  

Note: We recommend getting Likewise-Open from their website instead of using the package available 

on the Linux distribution repository.  

Server Configuration: 

Add or change the DNS name definition on the server to the IP address of you Active Directory Domain 

controller, in the /etc/resolv.conf  file , the AD server needs to be the first ñnameserverò listed, 

example:   

# Generated by NetworkManager  

search <network>.<company>.com  

nameserver 192.168.1.225  

Note (Ubuntu): The Ubuntu Nework manager (GUI) resets network settings on a regular basis. So the 

manually edited resolv.conf  can be overwritten. Either remove the Network Manager or modify the 

configuration from the Network Manager only 

Joining the Active Directory Domain: 

The command below is for Likewise-Open 5.3, other versions may do it differently, please refer to the 

Likewise documentation: 

/opt/likewise/bin/domainjoin - cli join <network>.<company>.com < AD administrator>  

Enter the AD administrator password when prompter 

Your server has now joined the <network>.<company>.com  Active Directory domain. 

You can verify that domain user authentication is resolved with ñsuò, for example: 

 su -  <network> \ \ joe  

 

Reboot the server 

file://joe


VERDEÊ 4.0 Administrator Guide 

 

Copyright © 2009-2010 Virtual Bridges, Inc.  All Rights Reserved. 21 

 

 

Red Hat  and CentOS (5.4 and 5.5) Server Installation Notes  

Make sure that VT is enabled in the BIOS. 

When installing CentOS, do not check the Virtualization box. We recommend that you only check the 

server box and Gnome or KDE for installation options. 

If there is a previous version of the VERDE product, please remove it with by running the command: 

rpm ïe VERDE 

Install the ñkmod-kvmò package: 

yum install kmod - kvm 

SuSE Linux Enterprise Server 11  

Make sure that VT is enabled in the BIOS. 

Install SuSE Enterprise Server without any virtualization support 

Upgrade to SuSE Enterprise Server 11 kernel 2.6.27.45-0.1-default 

YaST - i kernel - source gcc  

Ubuntu 8.04 LTS Server  

If you are deploying VERDE on Ubuntu 8.04 LTS Server, you must apply the VERDE-supplied KVM 

drivers because the drivers shipped with the Ubuntu kernel do not provide adequate virtual machine 

performance. 

To do this, first install the kernel build tool chain with the following command: 

Run: uname - r  

sudo apt - get ïy install linux - headers -  <value_returned_by_ uname- r> gcc  

Ubuntu Server  

Ubuntu server only: If you are installing on Ubuntu Server, you must run the following command to 

install all necessary packages for hosting VERDE: 

sudo a pt - get install libglade2 - 0 libesd0 libasound2 xfonts - base  

Follow the prompts on your screen to complete the installation. 

Ubuntu 10.04 LTS  

If the ñChkconfigò package has been installed, it needs to be removed before installing VERDE server. 

Run the following command to remove it: 

sudo apt - get remove chkconfig  
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Installing VERDE on the Server  

To install VERDE on the server, you must complete the following tasks: 

Á Prepare for installation 

Á Install and license the VERDE software package 

Á Install a Gold Image desktop virtual machine 

Á Provision the Gold Image as dynamic instances for user(s) or group(s) 

Prerequisites  

Before you continue, review the following information: 

Á Terms and Definitions 

Á VERDE Architecture 

Á Server Capacity Planning 

Á Guest Image RAM and Disk Space Planning 

Á Installing the Operating System Notes 

Supported Host Platforms  

Á 32-bit or 64-bit x86 Intel or AMD processor with Intel VT or AMD V capabilities 

Á Canonical Ubuntu 8.04 LTS Server, or 9.04 Server (9.10 is not supported), 10.04 LTS Server 

Á Red Hat Enterprise Linux 5.4 

Á CentOS 5.4 

Á CentOS 5.5 

Á Novell SUSE Linux Enterprise 11 

VERDE installs and runs on most other Linux Standard Based (LSB) 3.1-compliant distributions with 

2.6.20 or newer kernels, but only the Linux platforms in the preceding list are supported at this time.  For 

the most up-to-date information, refer to the Release Notes. 

Supported Guest Virtual Desktop Platforms  

Á 32-bit Microsoft Windows 2000 Professional  

Á 32-bit and 64-bit  XP
1
 Professional, any service pack 

Á 32-bit and 64-bit Microsoft Windows 7 Professional, Enterprise, and Ultimate Editions 

Á 32-bit (i386) Ubuntu 8.04 LTS ñHardyò Desktop Linux 

Á 32-bit (i386) Ubuntu 9.04 ñJauntyò Desktop Linux 

http://www.intel.com/technology/virtualization/index.htm?iid=tech_product+vt
http://www.amd.com/us/products/technologies/virtualization/Pages/resources.aspx
http://www.linuxfoundation.org/collaborate/workgroups/lsb
http://www.vbridges.com/docs/Release-Notes-41.html
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Á 32-bit (i386) Ubuntu 10.04 ñLucidò Desktop Linux 

Á 32-bit and 64-bit Novell SUSE Linux Enterprise Desktop 11, any service pack 

Á 32-bit (i386) or 64-bit (x86_64) Red Hat Enterprise Linux 5 Workstation, any updates 

Á 32-bit (i386) or 64-bit (x86_64) CentOS 5, any updates 

1
ðWindows XP Home Edition might install and run but is not explicitly supported for server 

configurations 

For the most up-to-date list of supported guest virtual desktop platforms, refer to the Release Notes. 

Additional System Requirements  

Requirements for processing power, networking, storage, and memory vary by size of installation.  For a 

detailed explanation on how to determine these parameters, see Server Capacity Planning. 

Getting a VERDE License  

VERDE is licensed per host or server, and each license sets a limit on the number of concurrent virtual 

desktop sessions allowed on the host or server.  A standalone VERDE server (or satellite server in a 

cluster) typically has a multiuser license with at least 10 or 25 concurrent session entitlements, while a 

management workstation might typically have a single user license. 

A VERDE license consists of a base license code, and optionally one or more ñbumpò license codes. 

To obtain or purchase a VERDE server or workstation license, or to extend the evaluation period on a 

license, please contact the Virtual Bridges sales team at sales@vbridges.com, or your authorized VERDE 

reseller. 

Getting the VERDE Software  

Before installing VERDE on your system, you must find your computerôs kernel architecture, which in 

turn determines which VERDE package you need to get.  

Use the following command: 

uname - m 

If the command returns i386 , i486 , i586 , i686 , or athlon , you should get the i386  VERDE package.  

If the command returns x86_64  or amd64, you should get the x86_64 or amd64 VERDE package.   

Note: amd64 is compatible with both AMD and Intel 64-bit x86 processors. 

To get the VERDE software, go to the Virtual Bridges download page. Save the package in any available 

directory. 

http://www.vbridges.com/docs/Release-Notes-41.html
mailto:sales@vbridges.com
http://vbridges.com/wp/support/
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Installi ng the VERDE Software Package  

Use your host operating system's default package manager to install the VERDE software. Examples 

follow; use the documentation provided with your operating system for alternative package installation 

methods. 

Examples: 

Á For RPM-based distributions, such as Novell SUSE and Red Hat, run the rpm command as root : 

rpm - ivh / download - dir / package - name.rpm  

For example, to install the package named VERDE- 4.0 - r400 .3 850 .i386.rpm  from /tmp , use the 

following command: 

 
rpm - ivh /tmp/ VERDE- 4. 0- r400 . 3850 .i386.rpm  

For Debian-based distributions, such as Ubuntu, run the dpkg  command as root  (for Ubuntu: sudo 

dpkg  - ïinstall / download - dir / package - name.deb )  

dpkg - ïinstall / download - dir / package - name.deb  

For example, to install the package named verde _4.0 - r400 . 3850_amd64.deb  from /tmp , use the 

following command: 

 
dpkg ï- install /tmp/verde_ 4.0 - r400 .3 850_amd64.deb  

Verifying the Installation  

A successful installation is confirmed by messages similar to the following: 

VERDE 4.0 (rev 4.0 - r400.3850 )  

Copyrigh t 1984 - 2010 Virtual Bridges, Inc. All Rights Reserved.  

 

-  Configuring VERDE services  

-  Configuring VERDE tools  

-  Configuring VERDE objects  

 

Starting VERDE ...done.  

 

Licensing the VERDE Software Package  

This section discusses the following topics: 

Á Base License Installation 

Á ñBumpò License Installation 
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Base License Installation  

To license the VERDE software, a license file that is owned by root  must be created.  This step is now 

optional since the file is created by the VERDE post installation script, see Running the VERDE Post-

Installation Script.  

If you want to do it manually, follow these instructions. This file must be named 

/var/ lib/verde/license.lic , has the following contents: 

LICENSE_CODE=XXXXX 

CUSTOMER_NAME=òCCCCCCò 

Where XXXXXX is the license code you received at the time of purchase or as part of an evaluation package 

from Virtual Bridges, Inc.  Be sure to enter it (or copy and paste it) exactly as it appears in the official 

correspondence. Replace CCCCCC with your name, or your organization's name. This text will appear on 

the splash screen of the virtual machine loader and will be visible to all users.  Note that you should 

enclose this name in quotes, especially if there are blank spaces in it.  You can verify that the license is 

applied correctly by running the win4 - licinfo  command: 

/usr/lib/verde/bin/win4 - licinfo  

The command should report the license status as ñProduct is licensedò if you created the license file 

correctly.  It is also recommended that you give this file permissions of 0600 . 

ñBumpò License Installation 

This section discusses how to install a bump license, which license increases the number of concurrent 

user counts from the default base concurrent license count of either 10 or 25. 

After you have obtained a bump license, you must complete the following tasks in the order in which they 

are presented: 

1 Log in as the root  user, or use sudo  to gain root  privileges. 

2 Create a backup copy of the file /var/lib/verde/license.lic  as follows: 

cp /var/lib/verde/license.lic /var/lib/verde/license.lic.saved  

3 Open the file /var/lib/verde/license.lic  in a text editor. 
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4 At the end of the file, add a line similar to the following: 

BUMPS_n=bump_license_code  

Where: 

 

n is the bump license sequence number, starting at 1. If you have more than one bump license 

code to add, or the license file already has BUMPS_n lines in it, then the sequence number should 

be the last sequence number plus 1. 

bump license code is the bump license code you obtained, exactly as you received it. 

The following license file example shows a five-concurrent-user base license with two separate 

bumps. Please note that the license codes in the example are not valid and are for illustration only, 

and the total number of users after the bumps are added is unspecified in the example: 

 
LICENSE_CODE=1s1pXXXX- XXXXXXXX 

CUSTOMER_NAME="VERDE User" 

BUMPS_1=XXX- XXXXXXXX 

BUMPS_2=YYY- YYYYYYYY 

5 Save the file and exit the text editor. 

6 Verify that the bump license(s) applied correctly by running the following command: 

/usr/lib/verde/bin/win4 - licinfo  

 

Sample output follows: 

$ /usr/lib/verde/bin/win4 - licinfo  

 

license status:        Product is licensed  

licensed product  type: VERDE VDI  

licensed to:           òExample Corp" 

expiration date:       never expires  

maximum sessions:      25  

current sessions:      0  

If the maximum sessions  value does not accurately reflect your base license count plus the bump 

licenses, repeat the tasks discussed in this section to verify that you entered the information 

exactly as you received it. If the license information displays an error, you can easily restore your 

backup copy of the license file using the following command: 

 
cp /var/lib/v erde/license.lic.saved /var/lib/verde/license.lic  
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Creating User Accounts  

To create virtual machines for users, you must create user accounts on the VERDE server. Each user 

account corresponds to one virtual machine so if you expect to have 50 virtual machines, you must create 

50 user accounts. Many users can share the same virtual machine so in other words, if you expect to have 

50 unique combinations of operating systems and environments (including RAM, user space disk space 

sizes, and so on), you must create 50 user accounts. 

The following must be true of each user account: 

Á The user can be unprivileged; however, to initially install the Gold Image, the user account must have 

access to the CD or DVD drive containing the operating system installation image. 

Á the user who does the Gold Image installation must have read access to the CDROM device (for exple. 

/dev/cdrom or /dev/scd0 on most distributions) 

Á The user must have a unique home directory 

Á The home directories must reside on the same file system 

Á User naming convention recommendations: 

Á Virtual Bridges recommends you do not use the same user names as users in your network. In 

other words, instead of using user names like john.smith , use simpler names like verde - user 1, 

verde - user 2, and so on. 

This is due to the fact that that users do not authenticate with the virtual machine. Users 

authenticate with the VERDE server and the server delivers the virtual desktop to the user 

without further authentication or authorization. 

Á Use a naming convention that is different from the Gold Image configuration name. For example, 

you might choose to name a user verde - user1  but choose a Gold Image configuration name of 

ubuntu 1004. Making these names the same prevents you from deploying the Gold Image later. 

More information about setting up Gold Images can be found in Installing Gold Image Desktop 

Virtual Machines. 

Á  

Á IMPORTANT : Never install or start a virtual desktop as the root  user on your system. Virtual 

desktops can be installed for and used by non-root  users only!  
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Upgrading VERDE Server Software  

To upgrade VERDE server software, use the same procedure to download and install the package as 

discussed in Installing the VERDE Software Package. 

 

Debian -based Distributions  (Ubuntu ) 

Debian based packages do not require to uninstall VERDE manually prior to installing the upgrade. 

dpkg  - ïinstall / download - dir / package - name.deb  

Ubuntu: sudo  dpkg ïinstallé 

Red Hat/CentOS  

Red  Hat or CentOS require to uninstall previously installed version of VERDE: 

rpm ïe VERDE 

rpm - ivh /tmp/ VERDE - 4.0 - r400 . xxx. rpm 
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Operating System Post -Installation Instructions  

This section describe post-installation instructions for these distributions. 

Applying VERDE KVM Drivers (Ubuntu 8.04  LTS Server) 

Red Hat / CentOS 5.4 Server 

 

Applying VERDE KVM Drivers (Ubuntu 8.04 LTS Server ) 

If you are deploying VERDE on Ubuntu 8.04 LTS Server, you must apply the VERDE-supplied KVM 

drivers because the drivers shipped with the Ubuntu kernel do not provide adequate virtual machine 

performance. 

Run the following command to build the VERDE-supplied driver and instruct VERDE to maintain this 

driver permanently on this server: 

sudo /u sr/lib/verde/bin/build_kvm_kmod.sh  

If the command completes successfully, you should see a message indicating Driver installation 

complete  at the end of the script output.  In case of failure, check /tmp/build_kvm_kmod.log  for details.  

The most common cause of failure is improper installation of the kernel build tool chain, as described 

above, which will result in compilation errors and/or mismatched module symbols. 

After successful completion of the build_kvm_kmod.sh  command, either reboot the computer or use the 

following command to restart VERDE services: 

/etc/init.d/VERDE restart  

After you perform this function, VERDE-supplied KVM drivers will always be built and used on your 

server.  They will replace the Ubuntu 8.04 LTS-supplied drivers. The VERDE startup scripts will ensure 

that the drivers are maintained for best compatibility with VERDE-based virtual machines.  Should 

building the drivers fail at any point in the future after completing this process, the VERDE services will 

fail to start, alerting the system administrator to verify that the kernel build tool chain is the correct 

version.   

For the most up-to-date information and status on KVM driver support, issues, and recommendations for 

VERDE, see the Release Notes.  

Applying VERDE KVM Drivers to Su SE Enterprise Server  

Run the following command to build the VERDE-supplied driver and instruct VERDE to maintain this 

driver permanently on this server: 

/usr/lib/verde/bin/build_kvm_kmod.sh  

http://www.vbridges.com/docs/Release-Notes-41.html
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After successful completion of the build_kvm_kmod.sh  command, either reboot the computer or use the 

following command to restart the VERDE services: 

/etc/init.d/VERDE restart  

Suse Linux Enterprise Server (SLES) 11  

Required if you are planning to use NX protocol to connect to Linux guest sessions.  

SLES 11 uses blowfish encryption in /etc/shadow which prevent Single Sign On (SSO) to work with NX 

protocol. The encryption protocol needs to be replaced by MD5: 

In /etc/default/passwd , change CRYPT_FILES=md5 

Then update passwords to MD5 encryption on existing users by running (as root ): 

passwd <USER>  
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VERDE Post -Installation Configuration  

VERDE 4 includes the VERDE Console, a graphical management console which is a major new feature 

in the VERDE product. The management console and the new VERDE infrastructure require the creation 

of two new users in the Linux system.  

One is a VERDE system user (default name of this user is ñvb - verde ò).  

The second user is the master administrator for the VERDE Console. The default name for this user is 

ñmcadmin 1ò. The console uses this as the bootstrap administrator of the system.  

Please create these users on your Linux system, and ensure that both users have a home directory. You 

will not be able to use ñwww- data ò for example because this user does not have a home directory.  

Notes:  

The adduser  command or the graphical interface, creates the home directory automatically.  useradd  

does not, run ñuseradd - mò to create the home directory. 

IMPORTANT:  WIN4_MC_USER and WIN4_MASTER_ADMIN  must use different  user names 

Clustering environment: 

Both users will need their home directory to reside in a shared storage space 

Their UID/GID will need to be identical across all servers; in such context, it is recommended to use a 

central directory system like Active Directory. 

The installation requires the following to be set in /var/lib/verde/settings.global   

 

Setting  permissions for /etc/shadow : 

The file /etc/shadow  must be given permissions 0444   

Running the VERDE Post -Installation Script  

VERDE provides a post-installation interview script to facilitate with  the configuration of the VERDE 

server, it will: 

Create the license information 

Set the public address of the server 

Update the /var/lib/verde/ settings.global  file ï Required by the VERDE Management Console 

Set the port used by the VERDE Console 

Run the script with root access. The post-installation script will prompt you with configuration questions, 

then will restart the VERDE server/ 
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/usr/lib/verde/bin/verde - confi g 

Ubuntu: sudo /usr/lib/ver de/bin/verde - confi g 

 

Note: 

Press Ctrl-C to exit the script without saving 

Some configuration questions present prev ious/default value between []. Press Enter to accept the value. 

If no value is present, pressing Enter will leave the value empty 

The VERDE server will restart automatically 

Script questions: 

Question Description 

What is the public IP or FQDN of this 

server [Servername]?  

Enter you public IP if any or leave blank 

What is the role of this server?  Choose 

from the following options 

1) Cluster Master (not licensed, does not do VDI, runs MC) 

2) Cluster Master + VDI (single server deployment) 

3) VDI only (cluster node) 

4) Gateway only 

What is the public IP address of VDI 

server []? 

 

Who is the management user [vb-

verde]?  

The system user who runs the application server.  

Note: This user must be different from the MC administrator 

Who is the master MC administrator 

[mcadmin1]? 

master administrator of the VERDE Management Console, 

default mcadmin1 .  

Note: This user must be different form the management user 

What is the address of the Cluster 

Master [127.0.0.1]? 

 

Enter the VDI license code [1s5f062x-

xxx-xxx-xxx]: 

Enter your license code 
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Question Description 

What is the path to local scratch []? This sets the SNAP_DIR variable in the settings.global file. 

This is the directory where temporary changes to the system 

volume (ex: C:) will be stored, make sure there is enough 

space. Those changes will be lost at the next session 

initialization. Default is userôs home directory. You can use 
/tmp   

On which port should we run tomcat 

[8443]? 

Enter the port used by the application server Tomcat (default 

8443) 

Enabling KSM  

KSM (Kernel Same Page Merging) is a Linux kernel feature which combines identical memory pages 

from multiple processes into one copy and is therefore very useful to improve scalability. 

KSM is not activated by default and should be turned on if you want to benefit from this feature: 

Ubuntu 10.04: 

sudo - s 

echo "1" >/sys/kernel/mm/ksm/run  

RedHat EL 5: 

modprobe ksm  
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VERDE Management Console  

This section gives an overview of the VERDE Management Console, a key feature of VERDE V4. The 

management console is a graphical interface which replaces the command line interface for the 

management of the VERDE environment. 

Note: The command line interface is still available but it is not possible to switch back and forth between 

the two features; Gold Images created with the command line interface will not be visible from the 

VERDE Management Console and vice versa. Images can be imported in the console, but once imported, 

they will not be manageable from the command line interface anymore. 

The section reviews: 

Starting the VERDE Management Console 

Managing Gold Images 

Managing Desktop Policies/User Deployment 

Managing VERDE Console Administrators 

Monitoring the VERDE environment 

 

Starting the VERDE Console  

Launch the VERDE Console at: 

https://<server - name- or - IP>:8443/mc  or http://<server - name- or - IP>:8080/mc  

 

Note: Make sure to replace ñ8443ò (default port) by the port you setup during the VERDE Post 

Installation phase and open this port in the server firewall configuration. 
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Login using your console administrator ID, the management console interface will open on the ñGOLD 

IMAGESò page of the Configuration tab. 

Managing Gold Images  

Use this table to manage the life cycle of Gold Images. Only the administrator who checked out 

an image can check it back in. Any master administrator may abort a check out, canceling any 

changes made since check out. 

The table displays the list of existing Gold Images, with for each one, its name, operating system, 

virtual session settings, status (New, Install Complete, Publishedé) and actions that can be 

performed: 

Create New Images, check-in, check-out, delete, clone exiting images. 

 

Á Creating a New Gold Image 

Á Updating an existing Gold Image ï Check out/Check in process 

Á Cloning a Gold Image 

Á Importing Gold Images 

Á Deleting a Gold Image 
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Creating New a Gold Image  

 

 

This screen capture shows several existing Gold Images (Win7, XP, Ubuntu é) Three of them have been 

published (ñPUBLISHEDò in the State column), Win7 has been checked out for update (ñCHECKINò 

button available in the ñActionsò column). The XP clone is new and still has to be published (ñPUBLISHò 

button in the Actions column). 

To create a new Gold Image, click the ñCREATE NEWò button 

 

 

1 Enter the Gold Image Name (No space) 
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2 Enter Gold Image Title  and Description (optional) 

3 Choose the Operating System from the drop-down list 

4 Click Next 

 

 

1 Select the installation media (the location where the operating system installation code reside). 

The installation can be done from the local CD/DVD drive or another location which contains the 

images (ñisoò files) of the operating system. 

Note: To get a Linux guest installation to ñPXE bootò for the install, you have to specify 

/usr/lib/verde/etc/PXE.BOOT  in the ñImage File (ISO)ò field and select Session Settings 

which have ñBridge Networkingò enabled. 

2 Select the System Image Max Size from the drop-down list. This is the maximum size allowed for 

guest virtual C: (system) volume size in GB (default: 8 for Windows 2000/XP, 16 for Windows 7) 

3 Select the Session Settings for this image, see Manage Sessions Settings for details on how to 

define these settings. 

4 Click CREATE NEW IMAGE  then CLOSE 
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The new Gold Image has been added to the list, its current state is ñNEWò; a ñPUBLISHò action button 

will be displayed after the completion of the operating system installation and initialization.  

The structure of the Gold Image has now been created on the server; follow the instructions from the 

confirmation screen (see above) to complete the installation of the Gold Image virtual machine. The 

installation of the operating system will  continue from the client side with the VERDE Client, see 

Installing a Gold Image Desktop Virtual Machine. When this phase is completed, the state of the Gold 

Image changes to ñNEW (Install Complete), see below: 
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Click the CHECK IN  button to make the image available so that it can be deployed. 

Making Changes to  a Gold Image  

To make changes to a Gold Image (install application, change general settingsé) it needs to be checked 

out by an administrator. The check out process creates a temporary copy of the image so that the users are 

not impacted, when the changes are committed (Check in), the users will get notified and offered the 

possibility to shutdown their Virtual Desktop to get the latest update when they restart. Note that 

depending on the size of the image, the check out process can take a few minutes. 

The screen below shows the check out process in progress after clicking the CHECK OUT  button. 

 

 

After the check out completes, the Gold Image is available for update. The state remains ñPUBLISHEDò 

and there is an ñAbort Checkoutò link below the CHECK  IN  button. Use this link if you decide to 

cancel the changes made to the Gold Image. 

 

 

Launch the VERDE Client and login with the image ownerôs ID (VERDE Console administrator). 

When the update is completed, click the CHECK IN  button to deploy the changes. 

Cloning a Gold Image  

A clone of a Gold Image is a copy of an existing image. It is very useful if you want to keep an image as a 

reference and start from there to test and/or install new applications. It is an easy way to start from an 

existing environment without having to create a new image and go through the operating system and 

applications installation and configuration. 

To create a clone of a Gold Image, click the  icon on the image you want to clone 
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Fill the fields in the Clone window  

Note: The Title  is optional but if left blank the clone will be listed with the same title as the original Gold 

Image in the guest list when launching the client. 

 

 

Click CREATE CLONE  

The cloned image will be listed with the other Gold Images. 

Importing Gold Images  

With the VERDE Management Console, it is possible to import Gold Images from a previous installation. 

If the console detects existing images, the IMPORT button will be activated, simply click the button amd 

the images will be imported and manageable from the console. 

Note: To be seen by the management console as ñimportableò, the Gold Images must reside in the 

console administratorôs home directory (/home/mcadmin  in our example). The structure of a Gold Image 

is a directory, which name is the name of the Gold Image itself (ex: Windows7), the directory contains the 

image files and some configuration files. The Gold Images can be copied to the appropriate location, just 

be careful to copy the entire content of that directory (not only the GUEST.IMG and USER.IMG files, but 

also the ñ.xxxò files). 

See below the Gold Image page with the IMPORT button activated 
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Click the IMPORT  button 

The operation takes a few seconds and the imported image will appear as ñNEW (Install Complete)ò the 

list of Gold Images. In the example below, we have imported a Windows 7 and a Windows  XP Gold 

Images (ñWin7ò and ñXPò) , they are now ready to be checked in and then deployed to users. Note that 

the IMPORT button is now grayed. 

 

 

Deleting a Gold Image  

To delete a Gold Image, click the ñxò on the far right column of the table, click OK on the confirmation 

screen. 

 

Managing Desktop Policies  

Use this table to determine which Gold Images will be accessible by which users. You may enter 

multiple values in the User/Group column, separated by spaces (e.g. "tom.smith Marketing 

Sales"). 
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Deploying a Gold Image to a User/Group:  

 
 

Click the ñEDITò button to assign or remove images, chose ñsession settingsòé 

 

Click ADD RULE 

 

1 In the ñAdd Ruleò Window, enter the user or group to whom you want to deploy the image. Note 

that the user must exist on the Linux server as explained in the Creating User Account section. 

Note: To specify a group, enter ñ%ò before be name (ex: %verdegroup ) 

2 Select the Gold Image from the drop-down list 


































































































































































































































































































