V E R D E£2 Administrat ion Guide

VirtualBridges

Ready for
T=ES

I=% Systems




VERDEE 4.0 Admi

Table of Contents

Administrator GuUide RelEASE NOLES. .......ccoiiiiiiiiiieeeie e 7
1110 o (U [ox ({0 o F PP EPP PP PRPPP PP 8
0] o 1 SRS 8
ASSUIMPTIONS. ...ttt ettt e ees et e e e e e s et e s eeens et et e a2 e a4 e e b b e e e s emns e e e e e e e e e e e e nnnbben e e e s emnmneeeeeeens 8
DOCUMENT CONVENTIONS .....ciiiiiiiiiieiiitii e ettt ettt e ek eenr et e e s e e e e e e e sb et e e s amens e e e e e s sanbneeeeanned 8
TErmsS aNd D MItIONS. ......cooi ittt eermr e e e e e e e e s s e e e e e e as 9.
VERDE AFCRITECIUI ... .ot ee et e e e e e e e mem b e e e e e e e e e e aannes 10
HIGh-LEVE] TASK OVEIVIEW. ... .euiiiiiiiiiiiiiiiiiiieree e e e e e eeeeeeeeeeeeeee e e e s seesteana e ammmreeeeeeeeeeeeeeeeees 12
Planning the INSTAlIALION............ciiiiiee et e e e e e e e ns 14
Server Capacity PIaNNING.......ccooiii oot rres e e e e e e e e e e e e e e e e e e e e e e e emenaererrrra 14
Guest Image RAM and Disk Space PIanning ..........coooiiiiiiimemiiiiiiiee e eesieeee e e 17
INstalling the OPEratiNng SYSIEM.......uuuiiiiiiiiiiiiiiirrer e e e e ee e e ee e e e e e e e e e e e eeee e mmmr e e e e eeeeeeees 19
Installing Java Runtime Environment (JRE).........cooooiiiimeciieesi e 19
[ TS @ o 1= o P 20
Red Hat and CentOS (5.4 and 5.5) Server Installation NQtes.............coovvvieeeeicciiiiiiiieiceeeeeee e 21
SUSE LiNUX ENTEIPIISE SEIVEI.LL. ...ttt ammme e e e e e e e s rmmne e 21
UDUNTU 8.04 LTS SEIVEL......eeiiiiiiiiite et ieeee ettt eeea et e et e e e e ekt et emmme s e e e e eas 21
UDUNTU SEIVET. ...ttt ettt e e e ettt e e e e e e e st menss b bbb e et e e e e e e e e ennbbbrnnnnnne 21
UDUNTU L10.04 LTS ..o eiiiiiiiie e e ittt ieentee ettt e e e e e s ettt e ennss et e e e e e e e e e sanns b te e et eammseeeeeeeeeeaannsssneeeeeeenn 21
INStalling VERDE ON the SEIVEN.......ooeieeeeeie ettt 22
=T (CTo [N IS (=R P PPPPPPPPRRRN 22
SUPPOIrted HOSE PIatfOrMIS. ......uiiiiiiiiee ettt e e e meea bbb e e e e e eas 22
Supported Guest Virtual Desktop PIatfOrms..........cooevvviiiiiiieeei e 22
Additional SyStemM REQUITEMENLS. ......ccoiiiiiiiiiiiiiieeeie et e e ereer e e e e e e e s s s e e s eeereeeeeas 23
GettiNg & VERDE LICENSE. .....coiiiiiiiiiiiii it eeeii ettt et et e e e e e e e s eenere s e e e e e e e e e aaan 23
Getting the VERDE SOftWAIE ...ttt e e ee s e e e e e e e e e e e e e e eeaeeeeeeeeemseeennennnees 23
Installing the VERDE SOftware PACKAQE..........coiiiiiiiiiiieeeiieie it eesis e 24
Verifying the INStallation............ooo et eeme s 24
Licensing the VERDE SOftware PaCKaAQE............uuuuiiiiiiiieaiiee et 24

Copyright © 20092010Virtual Bridges, Inc. All Rights Reserve



VERDEE 4.0 Admi

Base LiCenSe INSTAAII0...........coiuiiiiiiiii et emee e 25
CreatiNg USEI ACCOUNTS ......uuiiiiieiiieeeeessimees sttt e et e e e e e s s mmea s be s e e e e e e e e e e s ass s nenassssnneeeeeeeeeaaans 27
Upgrading VERDE Server SOftWAKE............ooiiiiiiii et e s s s e e e ee e aeeesaesaeees e 28
Operating System Pobistallation INStrUCTIONS............ocuiiiiiiiii e ceeee e 29
Applying VERDE KVM Drivers (Ubuntu 8.04 LTS SEIrVer).......cooooviiiiiii i 29
Applying VERDE KVM Drivers to SUSE ENterprise SErver..........oooiiiiiimmniiiiiieieeeee e 29
Suse Linux Enterprise Server (SLES).LL......ccocoiiiiiiiii e rres e e e e e e 30
VERDE Postinstallation COoNfIQUIatioN..............ccoiiiiiiiimmmiiiiiiee e meer e e innneneees 31
VERDE Management CONSQALE.........ccoiiiiiiiiiii ettt e e e emer e e e e e e e 34
Starting the VERDE CONSOIE.........coo i s st rmmme e e et e ae s eres s s e e e e e e e e s 34
MaNAgING GOIAMNAGES. ... . uuiiiiiiiieee e errr e e e e re e e e e e e e e e e e e s bbb enensbeseeeeeeeeeeaannnne 35
Managing DeSKIOP POlCIES...........uuiiiiiiiiiiiiiiiee e eeeeeeenmnme e e e eeeeeeeee A1
Managing SESSION SEIINGS........ccuuriiiiiiiiee et e et e e e e asmr e e e e r e e e e e e s smmme e e e e e e e nnnenes 46
Managing VERDE Console AAMINISratQrS...........ccooeeiiiii i it mnne e e e e e e e e e e e e e e e e e e 49
Monitoring the VERDE €NVIFONIMEINL..........cuuiiiiiiieeee it e e e rmmme e e e e e e e s nmnees 50
Installing a Gold Image Desktop Virtual Machine................c.oo e 53
Desktop Virtual Maching Prer@QUISITES........coiiiiiiiiiiiieeeiee et eeee e e e e e eeeeen 53
Installing Gold Images with the VERDE Management CONSOIE..........cccceeviiiiicccniieeeieieeeeeeeeeee 53
Installing Gold Images with the Command Line INterface..........cocvvviviiiicee e, 59
Command Line Installation of a Windows Virtual Machine Image............cccoocuvimmmiiiiiieeieeeeenn. 60
Installing a Linux Desktop Virtual Maching IMage............uuuiiuuiiiiiirre e eeeeeeans 73
Starting the Virtual DESKIOP. ..........iiiiiiiiiiii ettt eeeer e e e e e eener e e e e e e e e e e annees 83
Initially Configuring the Virtual DESKIOP...........ccooi i 83
WINAOWS XP TASKS.......eiiiiiiiiiee e eeee ettt e e et e e e e e e e e s e e e bbb e e e e e e e e e e e e annnes 83
WINGAOWS 7 TASKS ...ttt ettt eeet ettt eme et e e e ekttt e e st eeeme e e e e nbb e e e e e asbe e e e e e aninnas 84
Windows XP/WINAOWS 7 BESE PraClCES. .......uuiiiiieeiiiieeenaiiiiieiie et e eme e e e e e 86
LINMUX TBSK .ttt ettt ettt eens ettt e e o444 e bbbt sfmes e e e e e e e e e e e bbb e e s ennn e e e e e e e e s 87
Provisioning a Gold Image Virtual MaChine..............uuii e 389
Deploying a Gold Image VM with the VERDE CONSQIE............cuiiiiiiiiiieeeeeiieeeee e 89
Publishing a Gold Image VM with the Command Line Interface...........ccccceevviicceeeeeieeiiieeneee. 91
Deploying and Undeploying a Gold Image Virtual DesKtOp...........uuviveiiiiiicseiieeeieeeieeeeeeeeeee e 92
Automating Deployment with RuleBased ProviSiONiNg..............ueeeiiiicieeieeeeeeeeeeeeeeeeeee e 94

Copyright © 20092010Virtual Bridges, Inc. All Rights Reserve



VERDEE 4.0 Admi

Installing or Provisioning a Static Virtual DeskiQp.............ccoooiiiiiccecmnme e 96
Administering Your Virtual DESKIOQS ........uuuuiiiiiieeiiiiicmms it e e mmes e e e e e e nnnne 97
Adjusting Virtual MBChINE SEINGS........uuuiiiiiiiiiiiiiirrer e eree e 97
Updating and Adding Applications to the Virtual DeSKIOP...........ccoiieiiiiiiicmnniiiiiiieeeeee s 107
Backing Up the Virtual Desktop and Datal..........cccoeeeiiiiiiiccciiiiiieeeeeeeeeeeeeeeeeeeeees e 107
Virtual DeSKIOP NETWOIKING........uuieiiiiiieiiiierer e r e e e e e e e e e s s nenas e e e e eeeeas 109
2 F Ry ol =T ATV T T 109
NAT NEIWOTKING ...t eeee ettt eeee ettt e e e emme e e e e e e e et e e e e e s ammme e e e e e nbbbnen e e e e e e e e s aanne 111
Bridged NETWOIKING. .. . eeeeiiieeiiiii ittt erenr e e e e e e s e e e erer e e e e e e e e e e e nnees 111
Firewall CONSIAEIALIONS.......coiiiiiiiiiiii ittt e e e e e e st e e e 113
VERDE Dynanic Network ConfigUIation............ocuvuiiiiieiiiieeie et emmme e 115
ATCRIEECIUNE. ...ttt et et e e e ekt e e e smme b e e e e e e nbe et e e e b b e eeemreeen 115
Connecting Remote USers t0 VERDE ............ooiiiiiii et 120
Configuring a Firewall For Use with the VERDE Clients............ccccoovviiiieeeiiiiiiicicicceee e 120
Installing and Configuring the VERDE Client SOftWare..............oovviiiiiieeneeeee e 120
USING the VERDE ClENL.......ooiiiiiiiiiiiiiieree e eeeei e e e e e e e e e e e eeees 122
Installing and Configuring VERDE USer CONSOIE..........cooiiiiiiiiiimeeiiiiee e eeeseiee e 124
Remote Display Security and ENCIYPLON...........uuiiiiiiieie i 127
o 10111 o R 127
Accessing Client Files and STOrage.........oooiiiuiiiiiiieeeii e eeeees 128
QI8 o] =T g To o ] o [P PRPPPPPPP 129
Enabling RDP and NX iN GOId IMAJES.........oiiuiiiiiiiii ettt e 131
Single Server SEesSioN ManNagEMENT...........ooiiiiiiiiiieeeiicccc e e e e e emmr e e e e e e e e e aeeereeeesees e s 138
RealTime Monitoring With VEIAETOD. ........eiiiii it ieee e e e e eeeas 138
Listing Running Sessions With WIFBESSIONS............ccoiiiiiiiiiiiieeeiee e veaaaennaeees 138
Shutting Down Sessiongith Wind-SHUtdOWN............cuuiiiiiiiii e 139
Login Scripting and AULOMEALION. ...........uuiiiiiiiiie e e e e e e e e e e s smmme e e e e e 141
o I o T o O o 0 o o T RS 141
Dumping Virtual Bridges Client Parameters..........coouiiiiiiiieemiiiiiiiie e eesiseee e 143
Active Directory and DynamiC DeSKIODRS ......coooiiiiiiii e meee e e e e e e e e e e e e e e e e e e e e 146
Considerations for Serwrevel Active Directory Authentication and Authorization................... 147
Joining a Gold Image Windows Virtual Desktop to an Active Directory Domain.................... 148

Copyright © 20092010Virtual Bridges, Inc. All Rights Reserve



VERDEE 4.0 Admi

Joining a Windows XP Gold Image to an Active Directory Domain............ccccccvvvvieeeeeeeeeeeeennnn. 149
Joining a Windows 7 Gold Image to an Active Directory DOMaIN.............cccvvvvvieeeieeeeeeeeennnnns 152
Joining a Gold Image Virtual Linux Desktop to an Active Directory Domain...............c.c..vveee.. 155
L [T ES1 (=115 Vo PP OO PP TP P PSR PPPPPPPPPR 156
VERDE CIUSEENNG OVEIVM ......cooiiiiiiiiiiieeeeeeeeeeeeie e s et s s e e e e e s e e e s e e e s e e e aeeaeaseeesses e s asrnnneeeeeaaeeas 156
VERDE CIustering TermMiNOIOGY. .......couiiiuiiiiiiiee et smmme e 157
Clustering System REQUIFEMEILS...........vvuiriiiiiiiiiirnie e i eeeeeeeeeeeeeeeeeeeessresereaarr e mmne e 158
Configuring CIUSEEIING SOMWALE..........cciiiiiiiii e e s 159
Virtual Desktop Provisioning and ManagemeNt.............c..uuiiriiieeeieiee e ereree e e 162
Cluster and SessSion ManNagEmMIENL.........ooiiiiiii e e e e e e et e e e e e e e e e e e s e aeees e e e e aeas 163
Managing the Cluster Interactively Using a Shell.............oooiiiiiio e 163
Managing the Cluster Interactively Using A WBhBsed Application..............cccccevvvvvvvieeeiieeeeeennn, 164
Managing the Cluster Using @ SOCKEt SESSION. .......cciiiiiiiiiiermiiiie e e e 167
DNS Load Balancing to Avoid Single Points of Failure.........ccccooiiiiiiiiccciiieeeeeeeeeeevveee, 168
Disconnected Use and LOCAl PrOCESSING.........cciiiiiiiiiimaeiiiiiieieee e e e st inessssee e e e e e e e ssnneeee s 170
Overview Of DISCONNECIEA USE..........oiiiiiiiiiiiiicemii ittt eeer e e 170
Solution and ASSERNCE fTOM IBM.......coiiiiiiiiiiiiii e eeene s 170
System Requirements for DiSCONNECIEA LUSE.........coiiiiiiiiiiemn e 170
Server DeploymMENt OPLIONS. ... ... iiie i i s s e e e e eee e eeeeee e s rrer e e e e eeaaeeeaaaaaaaaaaaeesnasssssrnnnennnes 172
Configuring a Firewall for the SMART CHENL..........oeiiiiiiiiieeri e 173
Configuring the SMART ClHENL.......ccoiiiiii e e e e e e e e e e e e e e e e e e e e e e e s eeeeaaaanas 173
Starting the SMAR-Managed Virtual Desktop on the Client..................oo oo eeeciiies 175
LEAF Clent INSTAIALION. ........cooiiiiiie ettt emmme e 177
VERDE Cloud BranCh..........oeiiiiiiiiiicioe et ettt e et e e e e e 179
What is VERDE Cloud BranCh2..........cooiiiiiiiieei e 179
Cloud Branch General ArChITECIUIR. .........iiiiiiiiiiieeee e e e e e e eeeans 179
Cloud Branch Deployment WRIOW ............oooiiiiiiiiii e 180
=T (=T (=] o o = PP PP 182
LI 18] 12 g oo 1] o o T PRSP PP PP PRRPPP 184
(LT 0 o o 11 =S 184
(=T aF= o] [T o To oo o 1 o To TR PP PP PPRPPR 184
LDAP AULNENTICALION ISSUES... ... et rmme e e e e e e s smmme e e e e 185

Copyright © 20092010Virtual Bridges, Inc. All Rights Reserve



VERDEE 4.0 Admi

Copyright © 20092010Virtual Bridges, Inc. All Rights Reserve




VERDEE 4.0 Admi

Due to the nature of the constantly evolving VER@B&duct which deliveraew featuresn a regular
basis, as well athe feedback receidefrom business partners and customtis Admhistrator Guide

may encountenpdatesThis section listthe major changed he document release number is available in
the green box at the bottom of the cover page.

V4.2.07.2.10:

- Enabling user sessions and serverlogginy t he A Tr ouibn eshootingodo sect
-LikewiseOpen section added in the Alnstalling the Ope
V4.2.07.2110:

- VERDE Clientconnection speeskttings
- Updates t@iDynamic Network Configuratiamsection
- Fixed links formatting issues in tliiStarting the Virtual Dgktop section

V4.2.07.16.10:
- Updates t@iDynamic Network Configuratiamsection

V42.07.14.10:
- Dynamic Network Configuration introduced WERDE 420
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Introduction

Scope

This guide discusses how to administes Virtual Bridges VERDE product, inadling basic server
deployment and management, clustering, and disconnected use/local processing.

Assumptions

To complete the tasks discussed in this guide, you must b&perienced Linux administratdihe
VERDE software must be installed on a Linux hegher for a server or management workstation in a
cluster

You must be able to access t htelnes earssle.ifdtask consol e wu
requiresthe use of aX11 server on the display termindt is the responsibility of the Linux

administrator to set upnd configureX11 accessisingthe consolessh, telnet , or otheranother methad

including setting th®ISPLAY environment variablappropriately

Unless otherwise noted, commands in this manual assume a Bourne or POSHs$rseediniplesh or
bash ).

Many tasks discussed in this guigguire the use of theot privilegeson the servereither as the root
useror usingudo. Notei n t hi s g uirod ea,c ctehses Op hmsedasaesor fgin tatroetr.

Document Convent ions

The following table lists the typographical and syntax conventions used in this manual

Convention Description

Italics Emphasizes important words and denotes terms that are being definec

Bold Commands, text, and buttons that you select or click ager interface
.

Monospaced Literal text or commands.

{} Enclose required commailide parameters.

[] Enclose optional commarihe parameters.

I Separates required or optional commiind parameters.
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Terms and Definitions

Client

Remote accss point that connects to a guest on the host; typically this is either an ordinary desktop
PCl/laptop, or a thin client device running Virtual Bridges access software to display and access a server
hosted virtual desktop.

Cluster
A group of servers actings a single group to serve large numbers of virtual desktop environments to
remote users.

Gold image

A master, or fAtemplateo virtual machine installat
dynamic instantiation; &old Imagecombines a guesperating system, applications, systaae
desktop configuration, and policies, to later be layered with individual user data when deployed.

Dynamic virtual desktop

One instance of &old Imagevirtual machine when started by a user; the guest operastensy

application, systerwide desktop configuration, and policies may not be changed by the dynamic user;
however the dynamic user may apply personal settings and documents to the virtual desktop instance to
form a fulHfeatured, personalized session.

Guest

The virtual desktop itself (as a guest of the host); one host may serve many guest virtual desktops.

Host

The server hardware and operating system which provides an environment to consolidate virtual desktops.

KVM

Kernel Virtual Machiné the Linux2.6ke nel 6 s st andard virtualization/ h
VERDE uses to create and run virtual machine containers; KVM is part of the Linux kernel as of 2.6.20

and is open source software; it is used as a series of dynamically loadable kernel modeldrolevs,

installed either by Linux distribution vendors, or as part of the Virtual Bridges VERDE package.

KSM

KSM (KernelSamePag#lerging) is aLinux kernel feature which combines identical memory pages
from multiple processes into one copy¥M guestvirtual machines run as processes under Linux, this
feature provides the memoiigver commib feature to KVM and provide more efficient use of memory,
thus improving scalability.
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Management workstation

Singleuser computer that connects to the same stathentication methods as the virtual desktop
server, and can be used to administer virtual desktops in a single enoddtenvironment. Management
workstations are capable of starting, stopping, publishing, and deploying virtual desktops.

Management C onsole

Graphical interface used to create, and maigd Images

Server

The computer hosting virtual desktop sessions to remote users, or the computer used to administer virtual
desktops in a singleode environment.

VDI

Virtual Desktop Infrastructude the mechanism of serving desktop sessions to remote users from servers
as discreet environments.

VERDE

Virtual Enterprise Remote Desktop Environniéetihe suite of virtual desktop/management software from
Virtual Bridges, Inc.

Virtual Machine

T he @ c otechnalogy teat rans desktop environments for remote users; a VERDE server will host

many virtual machines, each containing a user desktop session, and providing a common set of emulated
Afhardwared to the operating gayedsefmhatthedndelyingl i cati o
server architecture is.

VERDE Architecture

VERDE is an alin-one VDI solution that includes hypervisor, virtual desktop manager, and connection
broker. The components are tightigtegrated andredesigned for virtual désop use. Each VERDE
server runs its ownonnection broker, which authenticates users and then uses the virtual desktop
manager to either instantiate new virtual machinde oonnect users to existing virtual machines.

In the VERDE model, virtual machireare stateless; in other wortleey do not need to be powered on or
off, or created ahead of time. They are created on demand baagrhditular provisione@old Image
Each user in the system is assigned one or more dynamic desktops baS&mdimage anduserscan
also optionally hogteirown selfmanaged virtual desktop if needed.

Authenticatiorfor Gold Imagevirtual machines is provided by the VERDE server. VERDE uses the
Linux-standardPluggable Authentication Module (PAMubsystem to authenticate users, so your
corporate authentication repository can be usddmgsasthe Linux server hosting VERDE is configured
to communicate with that service using PAM.

Copyright © 20092010Virtual Bridges, Inc. All Rights Reserve


http://en.wikipedia.org/wiki/Linux_PAM

VERDEE 4.0 Admi

Make note of the following:

A Every user must have a Linux user ID and a home directory.
A The home directories must reside on the same file system

A Virtual Windows desktops usually run as the local administrator, which prevents issues related to
applications running as an account wittn+aaministrator privileges.

A Virtual desktops themsel ves udowmwidflegundaniloging n an e
andto preserve single sigon capabilities.Becausehe virtual desktops are authenticated and
authorized at the server leyéladitional standalone desktop security policies inside the virtual
machines are not usually relevant.

A Virtual Bridges highly recommends creating a user account with a common user ID from the
GNOME/KDE Desktop ManagerEven though all users provisiahom aGold Imageseemingly
log in as the same I their virtual machines, they are still running discreetly arghuthorized
with the host system's security, and their files are kept in their underlying host home directories with
appropriate permigsns.

A typical VERDE server configuratidmasthe following qualities:

A Oneor mor e i Gedipagesirtual desktop installations stored under Linux user
account(s)

A Oneor more dynamic desktofisp r ovi si oned f r oGoldtmhgatt Lindxtugemp | at ed o
account(s)

A User documents and personal settings for provisioned dynamic desktop instances stored under the
respective Linux user's home directory

Each virtualdesktop usehasa unique Linux user Ivith whichto login to the VERDE server

N >~

A VERDE desktop virtual machines run as Linux processes, authorized as the user who logged into the
connection broker. To the host system, they appear as ordinary applications, and obey all process
limits and restrictions set by the system administratois ifleludesulimit , nice , andquota
settings.
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High -Level Task Overview

The task of creating a virtual computer, publishing it, deploying it, maintaining it fall into the following
high-level steps. Use the information provided in the following table to ybaur time and resources
accordingly.

Step Task Description

1 Plan the installation Make sure the VERDE server has sufficient disk
space and RAM for the number of virtual desktop
and users you anticipate. For more information, <

pageld.
2 Installand licensehe VERDE software The VERDE software enables you to create, dep
on the server and publish virtual desktops. For more informatio
see pagéo.
3 Create a virtual desktapold Image TheGold Imageis the reference copy of the virtua

desktops. Users access a reatl copy of theGold
Image Create on&old Imageper unique
environment (for example, erGold Imagefor a
Windows 7 desktop with 32GB of RAM). For mor
information, see padérror! Bookmark not
defined.

4 Start the virtual desktop Start the virtual desktop and minimally canfre it
using provided posnstallation scripts. For more
information, see pages.

5 Provisionvirtual desktops To provision a virtual desktop, you finstiblishit
and therdeployit to users or groups so they can
start dynamic instances of it. These dynamic
i nstances pr es-omur ia etor
image but with persistent user settings and
documents. For more information, see pé&ge

6 Set up networking Depending on your needs, you can choose from
Basic, Bridged, and Network Address Translatior|
(NAT) networking protocols. For more informatior

see pagd409
7 Prepare for users to connect to dynami Understand options related to file sharing, printin;
instances and security. For more information, see pagé
8 Set up a VERDE cluster A VERDE cluster enables you to lchdlance

processing and storage requirements and is idea
suited for a largescale enterprise deployment. For
more information, see pad®6.
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Step

Task

Description

10

11

Set up a disconnected deployment

Customize your deployment

Set upa VERDE cloud branch

As an alternative to clustering, users can connec
their virtual machines and use local processing tc
run their dynamic instances. For more informatiol
see pagda 70

VERDE offers a wide variety of customization
options for virtual desktops. For more information
see pag®7.

Ideal for Manged Service Providers (MSPs)
cloud branch enables you to separate central offi
activity from branch office activityServers in
remote branches synchroni@eld Image from
data center servers, and in turn, provisiceseGold
Images as dynamic instances to local users.

For more information, see pa@&8
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Planning the Installation

This section discusses the following topics:

A Server Capacity Planning

A Guest Image RAM and Disk Space Planning

A Guestapplicationprofile

Server Capacity Planning

You must plan VERDE server capacity peakconcurrentvirtual desktop usage (which is not

necessarily the same as peaknectedisage). Any virtual desktop environment running on the s@érver
whether a user is connected to it ordhabunts toward concurrent usage. This is due to the facttiea

if users are not connected to the server, they might still have a virtual desktop environment consuming
resources.

It is important that the server have enough resources to accommodate peak concurrent virtual desktop
usage; otherwise, performance aintiual desktop usability deteriorate. It is especially importamietzer
overcommit RAMA in other words, the total assigned virtual machine RAM, plus overhead, can never
exceed the amount of physical RAM in the server. Doing so will result in extrerogrpance

degradation.

For more information, see the following topics:

A Background Information
A Calculating VERDE Server Virtual Desktdarensity
A Network Bandwidth for Connected Users

A Storage Planning

Background Information for VERDE Server Capacity Planning

Make sure you understand the following information before attempting to calculateB&/E&tver
capacity:

A Guestapplicationprofile

The actual applications (and use case for them) running in guest virtual machines play a major factor
in determining the virtual desktop density of a given VERDE server. For example, office/business
applicatiors scale much better than higgsolutionmultimedia programs.

A Virtual Machine RAMassignment

Virtual machine RAM assignment must be calculated strictly for capacity, not performance due to the
fact that, unlike a physical computer, assigning more RAMvicd@al machine does not improve
performance. In fact, assigning too much RAM to a virtual machine might adversely degrade
performance of the overall system, because this reduces the amount ofwigsteraching that the

host can perform.
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The allocaibn of RAM must be based on th@nimumRAM required for the applications you intend

to run. Most desktop application vendors provic
requirement . When planning virtual mégorb,i ne RAM
and, if need be, consider assigning less than the minimum to increase server density in certain

situations.

Calculating VERDE Server Virtual Desktop Density

When determining the virtual desktop density possible on particular hardware for a VERBE: the
following information is needed:

A Number of CPU sockets (C)

Number of CPU cores per socket (c)

Total system RAM (M)

Guest virtual machine RAM assignment (m)

> >

>~ >~

The memory density coefficient (a)

The number of concurrent sessions that fit in memorg particular VERDE server (O that is,
sessions that are either connected or disconrieated be calculated as follows:

T]_: M(a)/m

KSM (Kernel Samepage Merging) allows for betremory densitythus depending on your
implementation requirements theemory densitycoefficient can vary from 0.75 (conservative) to 1.25
(Aggressive)

The table below shows axampleof asystem with 16GB of physical RAM, where each guest session
would require a 512MB RAM assignment, the number of concurrent sessionaritatin memory
without degrading server performance is

T, = 163846) / 512

Conservative Average Aggressive
a 0.75 1 1.25
T1 24 Sessions 32 Sessions 40 Sessions

Additionally, a common guideline metric for calculating the number of concurrembisesisat can be
executed on a given CPU corelid Note that depending on application profile, this number might be as
high as 5 (or more). For the purpose of planning for typical application load (for example,
office/productivity applications), it isafe to use th&0 concurrent sessions per core metric.

To calculate what the maximum number of concurrent sessions that can be executed on a given VERDE
Server without degrading session performangpiél
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T2 =10(C(c))
For example, on a system with @kets and 4 cores per socket:

T2 =10(2(4))
(T2=80)

The actual maximum number of concurrent sessions that will both fit in memory and execute with
expected performance on a given VERDE server (T) is the lesser of the vadueksT]. In the examples
above, this number would be T49. In order to support the T 89 concurrent users that the CPU cores
are capable of, the server would need at least44GB of RAM (the formula gives 41GB but this is not
practical)

The following table illustrates exammerver CPU/RAM capacity f@0, 60, and100concurrent user
sessions. The example desktop virtual machine profile is for typical consumption (office/productivity),

and has 512MB of RAM assigned per sessilugh. The t
densitydo configuration. Host RAM is designated i
total number of processing cotes

Concurrent user High performance High density configuration

sessions configuration

30 4 CPU cores, 16GB RAM 2 CPU cores, 16GB RAM

60 6 CPU cores, 32GB RAM 4 CPU cores, 32GB RAM

100 12 CPU cores, 48GB RAM 8 CPU cores, 48GB RAM

8 Total number of CPU cores rounded to account for dual, quad, and six core processors; actual
configuration might vary by server chassislanotherboard combination

Intheprecedinge x ampl e, the #fAhigh performanced configurati
provides more computational power to each virtual
fewer CPU resources, but mightrease time slicing and reduce-peer virtual machine responsiveness.

You should determine what is appropriate for your deployment based on the actual applications, the

subjective user expectations, and the general organization requirements fore ¢ispenasnd so on.

Note that server RAM requirements do not change because virtual machine RAM assignment is not
associated with pesession performance as discussed earlier in this section.

Network Bandwidth for Connected Users

VERDE sessions require amimum of 258Kbps bandwidth per session to produce an acceptable desktop
user experience.

The persession remote display and device performance depend heavily on the amount of total network
bandwidth available. Generally speaking, the higher the switclrdiydth, the faster and more

responsive the enalser sessions will be. In cases where not all users will be connected at the same time,
the actual total network bandwidth might be lower without sacrificing session responsiveness because
only a portion olusers will be transmitting at any given time.
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From the pewuser perspective, the following table illustrates the minimum and recommended bandwidth
(shown in KB/sec) and latency (shown in milliseconds) figures for various usage profiles:

Virtual desktop usage  Minimum Bandwidth/Latency = Recommended
Bandwidth/Latency
Casual/Line work 256kbps/180ms 51X&bps/100ms
Office/Productivity 384kbps/100ms 76&bps/75ms
Multimedia Playback 51%bps/75ms 1024bps/50ms

Note that these are suggested figures only. Actadiwidth requirements will vary by exact usage
profile, subjective user expectation, and effective network topology. In all cases, the higher the available
bandwidth per user, the better the user experience will be.

Storage Planning

Dynamic desktop VERDEessions use@py-on-write mechanism to minimize the actual peser
persistent storage of a giv&old Imageconfiguration. For example, if@old Imageguest installation
consumes 32GB of storageach deployed user running a dynamic instance of it might need less than
1GB of persistent storage space.

The copyon-write information itself requires transient storage. Transient storage requirements vary
greatly depending on applications, use, arehauntime length of sessions. However, a conservative
estimate is to use 20% of tf®ld Imagesize for each deployed instance.

For example, if a template guest installation consumes 32GB of storage, the transient storage size for each
server should be.#GB per user. For 50 concurrent users, assuming the preceding example, would be
320GB.

Guest Image RAM and Disk Space Planning

When you create a guest image, you have the following options:

A Setting the amount of virtual RAM used by the guest image.

A Settirg the number of GB used by the operating system virtual disk image (in Windows, the C:
volume; in Linux,/ ).

A Setting the number of MB for the user files virtual disk image (in Windows, the D: volume; in Linux,
the/ home directory).

While the guest virtuahachine RAM assignment can be changed after installation, the virtual disk image
sizecannotbe changed after installation. The following table shows how virtual disk assignments are
made and VERDE defaults for each:
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Operating system C: volume, D: volume, /, VERDE default /home, VERDE
VERDE defaut VERDE default default
Windows2000/XP Operating system, Us er 6 s Dn/a n/a
8GB and Settings,
2GB
Windows 7 Operating system, Us er 6 s Dcn/la n/a
16GB and Settings,
2GB
Linux n/a n/a System files, User home
12GB director,
2GB
Notes

A The virtual disk image size is the maximum amount of disk space, in MB, to which the image is
allowed to grow. The disk space is not allocated in advance of the guest system requesting it.

A Windows The us e saéndSeRingsarensmned on volume D:, and users can also store
documents (by default) on their underlying Linux home directory.

A Windows A typical Windows installation without applications installed initially consumes about
1.5GB of disk space, but canigkly grow larger after you install applications and Windows Update
patches. Also note that disk space saved by deleting files is not reclaimed on the host file system, but
will be used automatically the next time space is required, and before allcoatiegpace for the
guest disk image.
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Install ing the Operating System

This section describes some distribution specific installation instructions, as well as the Java Runtime
Environment installation.

JRE installathn
RedHat ElL Cent0S(5.4, 5.5)

SUSE Linux Enterprise Server 11
Ubuntu 8.04 LTS Server
Ubuntu Server 9.04

Insta lling Java Runtime Environment (JRE)

The VERDE Management Console requires Java to run, then if you are planning to use the console, you
will first needa working JRE on your system. VERDE requires Java 1.6, which does not typically ship by
default on digibutions

JRE installation on Ubuntu 8.04, 9.04 and 10.04 LTS:

sudo apt - get install openjdk - 6-jre

CentOS 5.4 / RedHat EL 5.4
Su-

yum install Ty java

Suse Linux Enterprise Server 11

Sun JRE on SLES 11 is 2t on 64bit installations you carrunjava iversion to verify which version
of Java is installed.

Downloadthe 64-bit Sun JRE 1.ghttp://java.conmfor the applicable architecture (i586 or x86_64)
Extractit to a /usr/lib64/jvm (64it example)

Useupdate - alternatives to set the default JRE on therger(64-bit example) the command below
makesthe JREknown to updatalternatives

update - alternatives -- install "/usr/bin/java" "java"
"lusr/lib64/jvm/jre1.6.0_20/bin/java" 1

The command belowpdates the system to use the newly installed JRE

update - alternatives -- set java /usr/lib64/jvm/jre1.6.0_20/bin/java

Runjava iversion and verify you have properly set the 64 bit JRE as the default for the OS
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Likewise Open

If you plan toauthenticate users against an existing Active Directory dofpbkiase redr to theActive
Directory and Dynamic Desktogection for more information)this can be done either by configuring
Pluggable Authentication Modules (PAM) manually, or using a {béndy integration package such a
Likewise Open from Likewise Software

If you choose the Likewise Open solution, we recommend that you install this third party product prior to
installing VERDE.

You can instalLikewise-Openat no cost, please see the Likewise website for downlahdetailed
installation instructions.

Note: We recommend getting Likewig@pen from their website instead of using the package available
on the Linux distribution repository.

Server Configuration:

Add or changehe DNS namalefinition on the servep the IP address of you Active Directory Domain
controller, in theetc/resolv.conf file | the AD server needs to be t
example

# Generated by NetworkManager
search <network>.<company>.com

nameserver 192.168.1.225

Note (Ubuntu): The Ubuntu Nework manager (GUI) resets network settings on a regularSuatis
manually editedesolv.conf ~ can beoverwritten. Either@move the Network Manager orodify the
configurationfrom the Network Manager only

Joining the Active Directory Domain:

The command below is for Likewigapen 5.3, other versions may do it differently, please refer to the
Likewise documentation:

/opt/likewise/bin/domainjoin - cli join <network>.<company>.com < AD administrator>
Enter the AD administrator passwiowhen prompter
Your server has now joined tkeetwork>.<company>.com  Active Directory domain

You can verify that domain user authentication is

su - <network> \\ joe

Reboot the server
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Red Hat and CentOS (5.4 and 5.5) Server Installation Notes
Make sure that VT is enabled in the BIOS.

When installing CentO&lo not check the Virtualizatiohox. We recommend that you only check the
server box and Gnome or KDE for installation options.

If there B a previous version of the VERDE product, please remove it with by running the command:
rom e VERDE
Install thefikmod-kvmo package:

yum install kmod - kvm

SUuSE Linux Enterprise Server 11
Make sure that VT is enabled in the BIOS.

Install SUSE Enterprise Segrwithout any virtualization support

Upgrade to 8SE Enterprise Servéd kernel 2.6.27.48.1-default

YaST -ikernel - source gcc

Ubuntu 8.04 LTS Server

If you are deploying VERDE on Ubuntu 8.04 LTS Server, you must apply the VERPfEied KVM
drivers beause the drivers shipped with the Ubuntu kernel do not provide adequate virtual machine
performance.

To do this, first install the kernel build tool chain with the following command:

Run: uname -r

sudo apt -get Ty install linux - headers - <value_returned_by_ uname- r> gcc

Ubuntu Server

Ubuntuserveronly: If you are installing on Ubuntu Server, you must run the following command to
install all necessary packages for hosting VERDE:

sudo a pt - get install libglade2 - 0 libesdO libasound?2 xfonts - base

Follow the prom on your screen to complete the installation.

Ubuntu 10.04 LTS

I f the AChkconfigodo package has been installed,

Run the following command to remove it:

sudo apt - get remove chkconfig
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Installing VERDE on the Server

To install VERDEon the serveryou must complete the following tasks

A Prepae for installation

A Install and licensthe VERDE software package

A Install aGold Imagedesktop virtual machine

A Provisionthe Gold Imageas dynamic instances for usergs)group(s)

Prerequisites

Before you continue, review the following information:

>

Terms and Definitions
VERDE Architecture

Server Capacity Planning

> > >

Guest Image RAM and Disk Space Planning

>~

Installing the Operating System Notes

Supported Host Platforms

32-bit or 64bit x86 Intel or AMD processor witmtel VT or AMD V capabilities

Canonical Ubuntu 8.04 LTS Server, or 98¢rver (9.10 is not supported0.04 LTS Server
Red Hat Enterprise Linux 5.4

Cent0S5.4

CentO0S5.5

Novell SUSE LinuxEnterprisell

VERDE instals and rurs on most otheLinux StandardBased [LSB) 3.1-compliant distributions with
2.6.20 or newer kernels, but only the Linux platforms in the preceding list are supported at this time. For
the most ugito-date information, refer to tHeelease Notes

> > > > > >

Supported Guest Virtual Desktop Platforms

A 32-bit Microsoft Windows 2000 Professional

A 32-bit and 64bit XP' Professional, any service pack

A 32-bit and 64bit Microsoft Windows 7 Professional, Enterprise, and Ultimate Editions

A 32bit (i386) Ubuntu 8.04 LTS fiHardyo Desktop Linu
A 32bit (i386) Ubuntu 9.04 AJauntyodo Desktop Linux
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A 32-bit (i386) Ubuntul0. O Bucidd Deskt op Li nux

A 32-bit and 64bit Novell SUSE Linux Enterprise Desktop ,1dny service pack

A 32-bit (i386) or 64bit (x86_64) Rd HatEnterpriseLinux 5 Workstation, any updates
A 32-bit (i386) or 64bit (x86_64) CentOS 5, any updates

5 Windows XP Home Edition might install and run but is not explicitly supported for server
configurations

For the most upo-date list of supported gst virtual desktop platforms, refer to tRelease Notes

Additional System Requirements

Requirements for processing power, networking, storage, and memory vary by size of installataon. For
detailed explanation on how to determine these paramsé&Server Capacity Planning

Getting a VERDE License

VERDE is licensed per host or server, and each license sets a limit on the number of condwaent vi
desktop sessions allowed on the host or server. A standalone VERDE server (or satellite server in a
cluster) typically has a multiuser license with at least 10 or 25 concurrent session entitlements, while a
management workstation might typically lesa single user license.

A VERDE | icense consists of a base | icense code,

To obtain or purchase a VERDE server or workstation license, or to extend the evaluation period on a
license, please contact the Vial Bridges sales teamsdles@vbridges.canor your authorized VERDE
reseller.

Getting the VERDE Software

Before installing VERDE on your system, you must
turn deermines which VERDE package you need to get.

Use the following command:

uname -m

If the command returnssé , 486 , i586 , 686 , Orathlon , you shouldjettheizse VERDE package.
If the command returnse_64 or amde4, you shouldyetthexse_64 oramde4 VERDE package.
Note: amdé4 is compatible with both AMD and Intel @it x86 processors.

To get the VERDE software, go to thétual Bridges download pag&ave the package in any available
directory.
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Installi ng the VERDE Software Package

Use your host operating system's default package manager tothestdlERDE softwareExamples
follow; use the documentation provided with your operating system for alternative package installation
methods.

Examples

A For RPMbased distributions, such as Novell SUSE and Redrttathe rpm commandasroot :

rem -ivh/ download - dir / package - name.rpm

For exampleto install the package nam&dRDE 4.0 - r400 .3 850.i386.rpm  from /tmp , use the
following command:

rem -ivh /tmp/ VERDEA4. 0-r400 . 3850.i386.rpm

For Debiarbased distributions, such as Ubumtin thedpkg commandasroot  (for Ubuntu sudo
dpkg -Tinstall/ download - dir / package - name.deb )

dpkg -Tinstall/ download - dir / package - name.deb

For example, to install the package nam@&de 4.0 - r400 . 3850_amd64.deb from /tmp , use the
following command:

dpkg T -install /tmp/verde_ 4.0 - r400 .3 850_amd64.deb

Verifying the Installation

A successful installation is confirmed by messages similar to the following:

VERDE 4.0 (rev 4.0 -r400.3850 )
Copyrigh t1984 -2010 Virtual Bridges, Inc. All Rights Reserved.

- Configuring VERDE services
- Configuring VERDE tools
- Configuring VERDE objects

Starting VERDE ...done.

Licensing the VERDE Software Package

This section discusses the following topics:

A Base License Installation

A AiBumpo License Installation
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Base License Installation

To license the VERDE software, a license file that is ownewdty must be createdThis sep is how
optional since the file is created by the VERDE post installation scripRws@gng the VERDE Post
Installation Script

If you want to do it manually, follow these instructions. This filest be named
Ivar/ lib/verdel/license.lic , has the following contents:

LICENSE_CODEXXXXX
CUSTOMER_ NGOGEE 0

Wherexxxxxxis the license code you received at the time of purchase or as part of an evaluation package
from Virtual Bridges, Inc. Be sure to enter it (or c@md paste it) exactly as it appears in the official
correspondence. Replacecccavith your name, or your organization's name. This text will appear on

the splash screen of the virtual machine loader and will be visible to all users. Note that you should
enclose this name in quotes, especially if there are blank spaces in it. You can verify that the license is
applied correctly by running then4 - licinfo ~ command:

lust/lib/verde/bin/win4 - licinfo

The command shoul d r @mpduatislicenshde il fi cyeos ec rsd att aics talse fl
correctly. It is also recommended that you give this file permissioreof

ABumpo License I nstallati on

This section discusses how to instaiuanplicense, which license increases the number of concurrent
user counts from the default base concurrent license count of either 10 or 25.

After you have obtained a bump license, you must complete the following tasks in the order in which they
are presented:

1 Log in as theoot user, or useudo to gainroot privileges.

2 Create a backup copy of the filer/lib/verde/license.lic as follows:

cp /varllib/verde/license.lic /var/lib/verde/license.lic.saved

3 Open the filevar/iib/verdellicense.lic in a text editor.
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4 At the end of the fileadda line similar to tk following:

BUMPSn=bump_license_code
Where:

nis the bump license sequence number, starting at 1. If you have more than one bump lice
code to add, or the license file already has BUMPS_n lines in it, then the sequence numbe
be the last sequea number plus 1.

bumplicense codés the bump license code you obtained, exactly as you received it.

The following license file example shows a fisencurrentuser base license with two separate
bumps. Please note that the license codes in the exarapietavalid and are for illustration onl
and the total number of users after the bumps are added is unspecified in the example:

LICENSE_CODE=1sS1pXXXXXXXXXXXX
CUSTOMER_NAME="VERDE User"
BUMPS_I=XXXXXXXXXXX
BUMPS_2=YYYYYYYYYYY

5 Save the file and eixihe texteditor.

6 Verify that the bump license(s) applied correctly by running the following command:

{usr/lib/verde/bin/win4 - licinfo

Sampleoutput follows:

$ /usr/lib/verde/bin/win4 - licinfo

license status: Product is licensed

licensed product type: VERDE VDI

Il icensed to: OExample Corp"
expiration date: never expires

maximum sessions: 25

current sessions: 0

If the maximum sessions value does not accurately reflect your base license count plus the |
licenses, repedhe tasksliscussedh this section to verify that you entered the information
exactly as you received it. If the license information displays an error, you can easily restol
backup copy of the license file using the following command:

cp /varllib/v erde/license.lic.saved /var/lib/verde/license.lic

Copyright © 20092010Virtual Bridges, Inc. All Rights Reserve



VERDEE 4.0 Admi

Creating User Accounts

To create virtual machines for users, you must create user accounts on the VERDE server. Each user
account corresponds to one virtual machine so if you expect to have 50 virthaiesagou must create

50 user accounts. Many users can share the same virtual machine so in other words, if you expect to have
50 unique combinations of operating systems and environments (including RAM, user space disk space
sizes, and so on), you museate 50 user accounts.

The following must be true of each user account:

A The user can be unprivileged; however, to initially installGloéd Image the user account must have
access to the CD or DVD drive containing the operating system installation.image

b

the user who does tli@old Imagenstallation must have read access to the CDROM defaceXple
/dev/cdrom or /dev/scdO on most distributions)

The usemust have a unique home directory

> >

The home directories must reside on the same file system

>~

User naning convention recommendations:

A Virtual Bridges recommends you dot use the same user names as users in your network. In
other words, instead of using user namesjtikesmith , use simpler names likerde - user 1,
verde - user 2, and so on.

This is due tdhe fact that that users do not authenticate with the virtual machine. Users
authenticate with the VERDE server and the server delivers the virtual desktop to the user
without further authentication or authorization.

A Use a naming convention that is di#et from theGold Imageconfiguration name. For example,
you might choose to nameuaer verde - userl but choose &old Imageconfiguration name of
ubuntu 1004. Making these names the same prevents you from deployi@plddmagdater.
More information abut setting ugsold Image can be found imstallingGold ImageDesktop
Virtual Machines

A IMPORTANT : Never install or start a virtual desktop asidwe user on your system. Virtual
desktops can be installed for amgkd by noficot usersonly!
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To upgrade VERDE server software, use the same procedure to download and install the package as
discussed itnstalling the VERDE Software Package

Debian -based Distributions  (Ubuntu )

Debian based packages do not require to uninstall VERDE manually prior to installing the upgrade.

dpkg -Tinstall/ download - dir / package - name.deb

Ubuntu: sudo dpkg ii nstal | é

Red Hat/CentOS

Red Hat or CentOS require to urnialspreviously installed version of VERDE:
rom i e VERDE

rpm -ivh /tmp/ VERDE - 4.0 - r400 . xxx. rpm
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Operating System Post-Installation Instructions

This section describe peststallation instructions fathesedistributions.

Applying VERDE KVM Drivers (UbuntB8.04 LTS Server)

Red Hat / CentOS 5.4 Server

Applying VERDE KVM Drivers (Ubuntu 8.04 LTS Server )

If you are deploying VERDE on Ubuntu 8.04 LTS Server, you must apply the VERPEiedKVM
driversbecause the driveshipped with the Ubuntu kernel do not provide adequate virtual machine
performance.

Run the following command to build the VERBEpplied driver and instruct VERDE to maintain this
driver permanently on this server:

sudo /u sr/lib/verde/bin/build_kvm_kmod.sh

If the command completes successfully, you should see a messagéngdicver installation

complete at the end of the script output. In case of failure, chegkouild_kvm_kmod.log for details.
The most common cae of failure is improper installation of the kernel build tool chain, as described
above, which will result in compilation errors and/or mismatched module symbols.

After successful completion of thaild_kvm_kmod.sh  commandeither reboot the computer ose the
following command taestartVERDE services:

/etc/init.d/VERDE restart

After you perform this function, VERDBupplied KVM drivers will always be built and used on your
server. They will replace the Ubuntu 8.04 L-3i%plied drivers. The VERDE stap scripts will ensure

that the drivers are maintained for best compatibility with VERIEed virtual machines. Should

building the drivers fail at any point in the future after completing this process, the VERDE services will
fail to start, alertingtte system administrator to verify that the kernel build tool chain is the correct
version.

For the most wpo-date information and status on KVM driver support, issues, and recommendations for
VERDE, see th&®elease Notes

Applying VERDE KVM Drivers to SuSE Enterprise Server

Run the following command to build the VERBEpplied driver and instruct VERDE to maintain this
driver permanently on this server:

usr/lib/verde/bin/build_kvm_kmod.sh
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After successful completion of theild_kvm_kmod.sh  command, either reboot the computer or use the
following command to restart the VERDE services:

[etc/init.d/VERDE restart

Suse Linux Enterprise Server (SLES) 11

Required if you are planning to use Ng¥otocol to connect to Linux guest sessions.

SLES 11 uses blowfish encryption in /etc/shadow which preSiagie Sign On$SQO to work with NX
protocol The encryption protocol needs to be replaced by MD5:

In /etc/default/passwd , changeCRYPT_FILES=md5

Then update passwords to MD5 encryption on existing users by ruasngpt ):
passwd <USER>
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VERDE Post-Installation Configuration

VERDE 4 includes the VERDE Console, a graphical management console which is a major new feature
in the VERDE product. The magement console and the new VERDE infrastructure require the creation
of two new users in the Linux system.

One is a VERDE system uswfedéa)efault name of this
The second user is the master administrator for the VERDE Console. The dafaelfor this user is

fincadminid . The console uses this as the bootstrap adn
Please create these users on your Linux system, and ensure that both users have a home directory. You

wi || not bwewda&abdl e otro eoessertpd user does not have a home directory.

Notes:

Theadduser command or the graphical interface, creates the home directory automatisediyd
does nwdadd munt & create the home directory.

IMPORTANT: wWIN4_MC_USERNAWIN4 MASTER_ADM must usalifferent user names

Clustering environment:
Both users will need their home directory to reside in a shared storage space

Their UID/GID will need to be identical across all servers; in such context, it is recommended to use a
central directonsystem like Active Directory.

The installation requires the following to be setawlib/verde/settings.global

Setting permissions for /etc/shadow

The file/etcishadow  must be given permissionsg44

Running the VERDE Post -Installation Script

VERDE provides gostinstallation interview script téacilitatewith the configuration of the VERDE
server, it will:

Create the license information

Set the public address of the server

Update thevar/ib/verde/ settings.global file i Required by the VERDE Magement Console
Set the port used by the VERDE Console

Runthe scriptwith root accessThe posiinstallation script will prompt you with configuration questions,
then will restart the VERDE server/
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lustr/lib/verde/bin/verde -confi g

Ubuntu: sudo /usr/lib/ver de/bin/verde  -confi g

Note:
Press CtrC to exit the script without saving

Some configuration questions present prev ious/default value between []. Press Enter to accept the value.
If no value is present, pressing Enter will leavevaleie empty

The VERDEserver will restart automatically

Script questions:

Question Description

What is the public IP or FQDN of this Enter you public IP if any or leave blank
serverq Servernamg

What is the role of this server? Choc 1) ClusteMaster (not licensed, does not do VDI, runs M(

] W iellawing) Sl 2) Cluster Master + VDI (single server deployment)

3) VDI only (cluster node)
4) Gateway only

What is the public IP address of VDI
server []?

Who is the management user{vb The system user who rsitthe application server
verde]? Note: This user must be different from the MC administrg

Who is the master MC administrator master administrator of the VERDE Management Conso
[mcadminl]? defaultmcadmin.

Note: This user must be different form the mamagnt user

What is the address of the Cluster
Master [127.0.0.1]?

Enter the VDI license code [1s5f062» Enter your license code
XXX-XXX-XXX]:
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Question Description

What is the path to local scratch [[?  This sets the SNAP_DIR variable in the settings.global fi
This is thedirectory where temporary changes to the syst
volume (ex: C:) will be stored, make sure there is enoug
space. Those changes will be lost at the next session

initializati on. Def aul t i
/tmp

On which port should we rulomcat Enter the port used by the application server Torfuefault
[8443]? 8443)

Enabling KSM

KSM (Kernel Same Page Merging) is a Linux kernel feature which combines identical memory pages
from multiple processes into one cagyd is therefore very ug to improvescalability.

KSM is not activated by default and should be turned on if you want to benefit from this feature:
Ubuntu 10.04:

sudo -s

echo "1" >/sys/kernel/mm/ksm/run

RedHat EL 5:

modprobe ksm
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VERDE Management Console

This sectiorgivesanoverview of the/ERDE Managemen€onsolea key feature of VERDE VA he
management consoie a graphical interface whigkeplaces the command line interface for the
management of the VERDE environment.

Note: The command line interface is still availabigt it is not possible to switch back and forth between
the twofeatures Gold Image created with the command line interface will not be visible from the
VERDE Management Conso#md vice versa. Imagesn be imported in the console, bate imported,
they will not be manageable from the command line interfagenore

The section reviews:

Starting the VERDE Management Console
ManagingGold Image

Managing Desktop Policies/UsBeployment
Managing VERDE Console Administrators
Monitoring the VERDE environment

Starting the VERDE Console
Launch the VERDE Consok:

https://<server - name- or - IP>:8443/mc  or http://<server - name- or - IP>:8080/mc

Note:Make sure to replace 84430 (default port)
Installation phase and open this port in the server firewall configuration.
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Bridges

Console

Fassword eeeseses

LOGIN

Username  mecadminl

Login using your console administrator,]D t he management console interfa
I MA GE S oof theaCgrdiguration tab

Managing Gold Images

Use this table to manage the life cycle of Gold Images. Only the administrator who checked out

an imae can check it back in. Any master administrator may abort a check out, canceling any

changes made since check out.

The tabledisplays the list of existing Gold Images, with for each one, its hame, operatiegn sys

virtual session settingstatus (Newl nst al | Compl et e, Publ i shedé) a
performed:

Create New Imagesheckin, checkout, delete, clone exiting images

>

Creating a New Gold Image
Updating an existing Goltinagei Check out/Check in process

Cloning a Gold Image

> > >

Importing Gold Images

>\

Deleting a Gold Image
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Creating New a Gold Image

Virtual Bridges” fWESRRESENN =) |ERDE (onsole

Gold Images
This page is intended for Gold Image management. It displays the list of existing gold images, with for each one, its name, operating system, virtual session settings, status (New, Install

Complete, Published..) and actions that can be performed (check-in, check-out, delete, clane).

NAME OPERATING SYSTEM OWNER STATE

Win? Windows 7 Default meadmind PUBLISHED CHECK IN

Abar Chazkout

XP windows XP Default PUBLISHED a

Uburtyl0.04 Ubuntu 9.0.4 Default PUSLISHED n

P _clone Windows XP Default KEW ﬁ x

This screencaptue s hows sever al existing Gold I mages ( Win

publ i shed (APUBLI SHEWIG7hdsne @ m ec bd mak eed codtumngr updat
button avail abl e )iTheXP dioge isthéwcaind sthiassocb ec plubimhn shed (APU
button in the Actions column

To create a new Gold Image,l i ¢ KRBATEENEWO butt on

CREATE NEW GOLD IMAGE b 4

*indicates required fisld
*Name windows7 Cannot contain spaces
Title  windows 7 by VERDE Leswe blank to use image name

Description  windows 7 Gold Image

*Operating  : Windews 2000 )
System Select cperating system. ..
Windows XP
Windows 2000 : CANCEL )fj
-
Red Hat 5
64-bit Red Hat &
Ubuntu &.0.4
Ubunty 9.0.4
Ubunty 10.04 LTS
SUSE Linux Enterprise Desktep 11 (32-bit)
SUSE Linux Enterprise Desktop 11 (64-bit)

1 Enter the Gold Imaglame (No space)
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2 EnterGold ImageTitle andDescription (optional)
3 Choose th®perating Systemfrom the dropdown list

4 Click Next

CREATE NEW GOLD IMAGE x

*indicates required field

“Installation @) ~n/pyp prive
Media

@ Image File (ISQ) /images/win7_ent.iso

*System Image 16
Max Size (GB)

*Session Settings | Default [

( <Back ) ([ canceL ) ( CREATE NEW IMAGE ),;:»'

1 Select the installation media (the location where the operating system installation code resi
The installation can be done from the local CD/DVD drive or another location which contair
i mages (fAi sod nfdydtems) of the operati

Note: To get aLinux guest installation t6PXE boob for the install, you have to specify
lusr/lib/verde/etc/PXE.BOOT inthei | ma g dSOF beld and §elecBession Settings
which have fiBridge Networkingd enabl ed.

2 Select the System Imadidax Size from the dropown list. This is the maximum size allowed fi
guest virtual C: (system) volume size in GB (default: 8 for Windows 2000/XP, 16 for Windo

3 Select the Session Settings for this image M&eage Sessions Settinfigs details on how to
define these settings.

4 Click CREATE NEW IMAGE thenCLOSE
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CREATE NEW GOLD IMAGE b 4

The new gold image is now ready for installation.
To Proceed:

1. Download the VERDE client and launch it.

2. In the WYERDE client login window, use the same credentials as this
WERDE console session (username: mcadmin)

3. Using the VERDE client, complete the 05 installation, application
installation and security patch updates.

4. Shut down the newly-installed O5.

5. Return to the VERDE console. Locate the new Gold Image in the Gold
Images list {Configuration = Gold Images). Click on 'Publish’.

B. Edit the Desktop Policy to grant users access to the new Gold Image.

((erinT ) ( cLOSE )/?:

OPERATING SESSION
NAME e TG OWNER STATE ACTIONS
win7 windows 7 Default PUBLISHED ﬁ x

. - —~ ~

xP Windows XP Default PUBLISHED m o=
Ubuntui0.04 Ubuntu 9.0.4 Default PUBLISHED m o=
XP clone Windows XP Default NEW ﬁ' X
XP_clonel Windows XP Default FUBLISHED ﬁ x
Windows? Windows 7 Default mcadminl NEW X

The new Gold I mage has beenNBEBMDde dh tAdP UtBHLd SIHiOs ta,c tiito
will be displayed after the completiaf the operating system installation and initialization.

The structure of the Gold Image has now been created @eyer;follow the instructions from the
confirmation screen (sexbove to complete the installation of the Gold Image virtual machihe.
installationof the operating systemill continue from the client side withe VERDE Client, see
Installing a Gold Image Desktop Virtual MachiW¥hen this phase is completed, the state of the Gold

Imagechangegs o ANEW (1 nstall Compl et e), see bel ow:
OPERATING SESSION

NAME everrn e OWNER STATE ACTIONS

i i y . s s -
wWin7 windows 7 Default PUBLISHED m o=
XP Windows XP Default PUBLISHED i‘." x
Ubuntu10.04  Ubuntu 9.0.4 Default PUBLISHED ﬁ x
XP clone Windows XP Default NEW ﬁ' x
XP_clonel Windows XP Default PUBLISHED CHECK OUT ﬁ x

]

Windows7 Windows 7 UserIm1024 mcadminl NEW (Install Complete) CHECK IN x
Abort Checkout
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Click theCHECK IN button to make the image available so that it cadepdoyed

Making Changes to a Gold Image

To make changes to a Gold I mage (itneeds$tabdelcheckgup!| i cat
out by an administrator. The check out process creates a temporary copy of thearede¢he users are

not impactedwhen thechanges are committed (Check, itije users will get notifiednd offered the

possibility toshutdowrtheir Virtual Desktopd get the latest updatenen they restartNotethat

dependingn the size of the imagthe check ouprocessan take a few minutes.

The screen below shows the check out process in progress after clickBigE@K OUT button.

Gold Images
Use this table to manage the life cycle of Gold Images. Only the administrator who checked out an image can check it back in. Any master administrator may
abort a check out, canceling any changes made since check out.
DOPERATING SESSION
NAME SYSTEM SETTINGS DWNER STATE ACTIONS
Win7 Windows 7 Default meadminl | PUBLISHED x
cHECKINGOUT [0 ] s8%

After the deck out comietes, the Gold Image is available for updafbestate remaine PUB L1 SHEDO
and t heAbatCheskoutdon I n k @GHECKoIM buttdm.dJse this link if you decide to
cancel the changes made to the Gold Image.

OPERATING SESSION

NAME oveTem — OWNER STATE ACTIONS
Win7 Windows 7 Default mcadmini | PUBLISHED x

Abart Checkout

Launchthe VERDE Qientand loginwih  t h e i ma g(W¥ERDE/Q@oaspI® alminisiyator)
When the update is completed, click dECK IN button to deploy the changes.

Cloning a Gold Image

A clone of a Gold Image is a copy of an existing image. It is very useful if you want to keep amieage

reference and start from there to test and/or install new applications. It is an easy way to start from an
existing environment without having to create a new image and go through the operating system and

applications installation and configuration.

[ |
To create a clonef a Gold Imageclick the B icon on the image you want to clone
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Gold Images

Use this table to manage the life cycle of Gold Images. Only the administrator who checked out an image can check it back in. Any master administrator may

abort a check out, canceling any changes made since check out.
+ CREATE NEW

B — OWNER STATE ACTIONS

SYSTEM SETTINGS

Win7 Windows 7 Default PUBLISHED CHECK OUT X

Fill the fieldsin the Clone window

Note: TheTitle is optional but if left blank the cloneill be listed with the same title as the origikbld
Imagein the guest liswhen launching the client.

Clone Win7 x

*indicates required field
Clone from Win7?

*New Image  win7Clone
Name

| Title Windows 7 Clone Leawe I-'a".»'r to use fmage name

Description

This is a clone created for test purpose|

( canceL ) ( creATE CLONE )

i

Click CREATE CLONE

The cloned image will be listed with the other Gold Images.

Importing Gold Images

With the VERDE Management Console, it is possible to import Gold Images from a previous installation.
If the console detestexisting images, the IMPORT button will be activated, simply click the button amd
the images will be imported and manageable from the console.

Note:To be seen by the management console as fAi mport
console administat or 6 s h ohonee/maddmini énour exanyple)( The structure of a Gold Image

is a directory, which name is the name of the Gold Image itself (ex: Windawsdirectory contains the

image files and some configuration files. The Gold Images caofied to the appropriate location, just

be careful to copy the entire content of that directory (not only the GUEST.IMG and USER.IMG files, but

also the A.xxxo0o files).

See below the Gold Image page with the IMPORT button activated
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Gold Images

Use this table to manage the life cycle of Gold Images. Only the administrator who checked out an image can check it back in. Any master administrator may
abort & check out, canceling any changes made since check out.

IMPORT + CREATE NEW

Ubuntug04 Linux (alternate mouse Default PUBLISHED CHECK OUT ﬁ' X
config)

Click theIMPORT button

The operation takes a few seconds and the i mporte
list of Gold Images. In the example below, we have imported a Windows 7 and a Windows XP Gold
|l mages (AWin70 and fXP0d) edinandteey deplayer torusens. Notetilad y  t 0

the IMPORT button is now grayed.

Gold Images

Use this table to manage the life cycle of Gold Images. Only the administrator who checked out an image can check it back in. Any master administrator may
abort 3 check out, canceling any changes made since check out.

|Imported images: [Win7, XP] I
+ CREATE NEW
Ubuntug04  Linux (alternate mouse Default PUBLISHED CHECK OUT ﬁ' X
config)
Win7 Windows 7 Default mcadmin NEW (Install Complete) CHECK IN x
Abort Checkout
XP Win XP/2000 Default mecadmin NEW (Install Complete) CHECK IN x

Abort Checkout

Deleting a Gold Image

To del ete a Gokod olnmatghee, fcari crki gthhte cfiol umn of t he t
screen.

=
=
[~

Windows 7 Default mcadminl PUBLISHED CHECK IN B
Abort Checkout

Managing Desktop Policies

Use this tal# to determine which Gold Images will be accessible by which users. You may enter
multiple values in the User/Group column, separated by spaces (e.g. "tom.smith Marketing
Sales").
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Deploying a Gold Image to a User/Group:

ClickkDITdhebuttomrt o eansosyiegn mages, chose fisession se

Click ADD RULE

1 I n Add®uled Wi ndow, enter the user or group
that the user must exist on the Linux server as explained in the Creating User Account seci

Note:To specify a group, euwetdagroup i %0 bef ore

2  Select thesold Image from the dropdown list
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